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mw<D&m mmnmrnm* mmn&mw. mmmmxm. mmn^m. 
y, 

iota* ^ y -f > # 7 x - x fet, 

tf-JHaawK:* v*t, tMBif m» £> © stria-?- # iais#® tc*f -r as*- # s 
« (icv) ^ufe^s^x^^ii (icv) &tMB?z«ttictttti 

fey, 

tufa* =e y # 7 3i - x ti, 

tffiBBif#Ma§Ptcfcv>T, l&KfcK^x^tt (icv) ? # p>g©|g 

e„ 

tufa* =e y # 7 x - X l±. 
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£i-&m&m l JcEtf<0flHME«N86«. 

tufa* =e y 7 

%lc, K±JftA.y afW^tfiic, #-fe^^lCo^TfflaJcS^i>y^ffi (ICV) © 

ftrffB^ *e y >r > # ^ i - x 

#<Z>3fefi^:i:>y (ICV) ©^M^T'fe-SBfc^i^ (ICV) 

i c v z&ws+zmimzmfi-t&tt&iz, Mifx^^idcv) £ 

AfltK i c vi:i&mhT&mT-*<Dik&3-^vVm (I CV) ££j£U 
Lfc&St^x'y^ffi (ICV) Sr7t«§P^mJN«l1--S^aS:ll«-t€»#^?:^t-«» 

6 ] 

7 s - # #%*»«*fClB*S fife-?- * 6 ©t 1 - * *flf 

ItflB-?- #fE«#©{C*f f £ 7 * "fe X SrUff-T 3 ^U-f>^7x-Xi:> K 

fct5 b ^ tctB C T 1918187* - * left** 3 ft *f - * v \ X ft®,* x 



2 



ajfE# 2001-3078073 



#2000—320803 



Vtm. (ICV ) &4JtU tfflB5lftg|5lC^^*©H!cS^ac^^ffi (ICV 

fey, 

*»Kl**«lite*lfe'**f acy*# (ICV) fc©fl8-&K J: 

o 

[lf#3(8] 
tulB ;* ^ U -f > # y x - X «u 

OV^T©#**-xy*« (ICV) ©ftSgP'VCDmafitfJ^MtCtf^-C, 
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^vvm. (icv) ^jtsautci&^stife-fe^^-r-^ic^vNT©*, m?-* 

\zm-3 x-v VW. (ICV ) £jftfl3Sfc£f?U f-ffEftSglStcl&am* 

©Bfcfi^xy (ICV) tGDB^C jcs-fe^^^-^^tfi^ffi^s&n^-r 

iwaio] 

tm. (ICV) <Z>£/&JBgtT'&.&aScS^aLy (I CV) 4MKi cv« 
#U WE&fc^xyflt (ICV) MiKi cvSrlffiLTllT-^Ca^ 
t*Sfi»^I(ICV' ) ££f&b. fuIBft*aHCteM&*<flt&®^x>y* 

«i (icv) i:cD^{co:.s^v r -^^a««E^a?:iiff-r^.^?:«-r^r^ 
i i ] 

taffi* =E U -f > # 7 - * li, 
S^^ffi (ICV ) ££tfcU WfflflJ«WCtt^*©tftfc^xy*tt ( 

icv) t (Dm-^izjz^m^ ft u ajdg&y©^*^;* 

Sr^'T -5 r i: 5r#^C £ 6 tciB*©1f $S#£S§«= 
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. £j*bfc***-:ty (icv) zift&K&mizfem-? zymtmn-tzz. 
w*ai 3.] 

fey. 

WfBBfcS^xy (ICV) fe. ^-fe^^^WH^-^gPlC^Sn^^-fe 
14] 

tufB* =E U -f > * 7 x - X tt. 

i 2 (cia«cD«^iBfli*So 

[»*3Cl 5] 

{c«ty«jsa*is^n ^ ^fe^gfcWt-s^-^te^M^fe^^-^ia^gT* 
feu. 

iff 8B * ^ U -i y * 7 x - 7s It , 

%tc. fK^A^v ^W^gtftc. #-fc?#ico^T©Bfc&^x>y*tt (icv) © 

%*gP'\©t&Sft*Mfe^-r7 9 ?*^5£ feU^t" & r t feW* 1 2 tc 

W*«16] 
fu 13 * ^ U > # 7 x - X 14 , 
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#©afcS^x*y (ICV) ©^fSJB^T'&St&ia^xy (ICV) 

iKic v*i&m-*z>vm*$ifit z>t.iLib\z. lascSfi-v^i (icv) & 

^HK i c vZmmLT&fflT-fKDi&.&T-^yVW. (I CV) ££j£U £f£ 
lfeittfi9>i (ICV) *5t*»^*»-r*ft3aS:jj||fJ-r6ifcS:4««i: 

[■♦an] 

tuia^ =e u w > ^ ^ x — ^. a, 

botare^*- *ia«#«3^ e» ©-5 s - * b*^cfs ctime 

u tfrfa%*gpicf&ffl«r*©*ffi^x«y^« (icv) ^rom-^cisMix-* 

n*ai8] 

tags* ^ y -f > * 7 x -x 
y fit (icv ) «--fef 9 sfi*»c#**MBs*ifc*« 

(ICV) 4:CDH8-&K:J:*3fe7 s -***«ffi«La&*« , r*«*&* 
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-mmmmzmft-t z> z. t i 7 izmm<Dmmn^m. 

[|f*«2 0] 

ItFiE ;* '.M > # 7 x - Xtt, 

Ol^TCD&fi^xy ?M (ICV) ©%^g|S^©&iSft©#&tfC»t5^-t, Bfcg^ 
x^ffi (ICV) A'KSSPtC^^^tifc-fe^ ^^-^{Co^TO*, 

icacK&s^xy (icv ) £.m#mzmms. mm%&®iz&mm& 
©Bfcs^x^^ffi (icv) t.<Dm&iz&&iz? $T-*&.mftiummi:^ : r-t 
% z\ t & m m a -t & i 7 tc mm<Dmmn^m. 

[•#3(2 1] 

tufa* ^ u > # ^ x - x 

(ICV) ©£fi£fflg^&SBfc®?-xy *<|» (ICV) M»Ki c v£Jfc 
#U ^eSt&^xy ( I CV) £.&mKi cvt-mFBlsTM^-Zlzm-J^ 
T^tS^x^^tt (ICV ) ££j£U WfB7l«SPtCl&^*(Z)^a^x^^ 

ffi (icv) t<Dm&izi&mT-z&&&u%! ! mzmtT-t2>z\ii*:!ftwit.-rz> 

[ff#S(2 2] 

mm$?:?-zu\z&miift&n7-*izm-3^T®L'&?-^v >?m (icv ) 

fc£l*U ttffi5£*«C*tt»#©***-a:?*« (ICV) h©M^fC<fc-£»^ 
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Lj&^^ft&J&ftjfc'tfSSfehU wiB«»»^6©«naf : - 
#*tf^&5g»e>n3fc5=-#^Sft#oaj&©-fe?*ft i ^ay^aufe^Hfc 

**-xy*« (icv) ftffflB?t*Stc^Lfc«^ft*-r«»rf:ft#^i:i:t-S 

[f#JS2 4] 

n%. ts n ■& # ft 'jE*»««K:B»-r s&s ft ^n-r &&mmmmmci$ 

irr&l^--*K:aSt5^T&*?-:i:y*tt (icv) SMtsxf >y/i:, 
^L/fc^fi^i-z^fii (icv) ftiuia^ASPtci&^t-sx^^^fc^ 

[ft #31 2 5] 

t 1 - # # 5t«gPM^ tcflEI* 3 ft tc. 5= - * IB1S#© fr*> © - # S£ ft Hf? ^ S fit 
$SW£g«E;Btt£«3SfS£&3lft=i>fcra.-# • i'^fAltllfftLftSn 

hubt* - * ih«#® e> © t - # m& m b izm c x ttr u^r - # as tc &m 
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mmn-Bkmc&ffi$r&<D<!k&?-^y?M (icv) tom^^z^-zefi 

[0 0 0 1] 

*&mte. mmmmmm. mmu&mm. mmmmum. mmn^m, as* 

[0 0 0 2] 
[*£#©&»] 

h-?-* (£IT, 'tl^Srn^^^'y (Content) £.V$&) <D. -<y# — %vV 
m<?>*-y fcSVMi, DVD, CD, F^©iB«Sfi#5::ftl/ 

&ttjt#ftJ&L-r^«. ^^^©mjln^^^^tt, a-if©m*-t^PC (Pe 
rsonal Computer) , B£aSM3g, ^tetf- Ati^tCfc V^T * *y h V - V 

tizzy. ■3>y->yw£««, $>z>^it7u>f52±mfttf~*sm£.*z>o 

[0 0 0 3] 

$>Z>o 77»;i/a^ : EiJli, EE P R OM (Electrical ly Erasable Programmab 1 

e ROM)ti*tf*i*««»jc#siiABriB3!ii^i»»tt3i^U(z>-»«iiTf**. se^ 

fflEEPROMH 1 tf»y h S: 2<H©b^>i?^.^ ^#J*-rSfe«)tC, llf-yh 
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ttlCftfrU e>S%©£ bT»#£*l,-t^&«, 
[0 0 0 4] 

K*>fcJe>*iT^S„ K&ttflJ-Tixtf, 8E*0CD 

[0 0 0 5] 

Z/\£.=l-% (PC) , S£«^fca3^TftJB-rSS-&. FAT (File Allocation 
, 77-f ;i/1M X&»r^Rfc-*- Sit lvr'fA'SUfettaifflfl 

mmft&ummmc. yr^/omm^mBKmmir&^iLffi^^^. tot, f 

T t/^^tmm 2 tlT V^S- 
[0 0 0 6] 

1f»j5^ &S^li^StifeA*#©$:^bferL— tf©Jl^tcJ:y. _ti£©FA 
TICl^^tMi « ±.kB L 7 9 ? 2/ a. ;* =E U e> HS $ ft, ft?fiSiSI##, 

[0 0 0 7] 



ffi!E# 2001-3078073 



#2000—320803 



(d=l— *fizMi>T<D&. wby^Tommzwtmi,* m--*s<D&^mm^tM7t> 

[0 0 0 8] 

a.— *nzM?2>wmfflmzmm~r2> 1 ^<D^m*^ mm^y^yy^m^m 

IffeS. -Tfcfc^ «*.tf>f h^Sr^UT^-f-ftS^fc^f^-f 

. tf-i*7uy^2*m(D&m^yy : -yy : &mi$-?z>£t.&i^ 

[0 0 0 9] 
[0 0 10] 

b «fc e> i: "t*9WB] 

ICtfetfoTteSW^S-r-*©*®^^ ^ffl (ICV) fctfiUbTteSft-tS 
tirjtftCICVSAftatl*^, ^--fe^^O^-^SPlC ICV?:feit 

[0 0 11] 

ly^ffi (ICV) SttJt-rSflUsfctt, **UC;i3tfft^-*;fciMH*©MI* 



ffifiE# 2001-3078073 
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[0 0 12] 

-#&s^xy zm. dcv) srts^u *of;^ xMtcfei'te^aA^ 

[0 0 13] 

* ^ u -f > # 7 x - x © fff«i & mn-t & wmm t. & m u 

s»a**^tc*s ctiwbii-t*- * izm^^xukmr*. * * 

t * wkm z mn -t & mm & # •* & r t & t. + * «#ia»^e k & s . 

[0 0 14] 

Affile WB««©* *u IWB^^U W>f7x-Xtt, ItfiB 

CiS^T. IMBTO^^yf * (ICV) 
Blz&mtSfrZ& J £9 9 7-Zlzm-3^X£.&(.h. *ic*fj&"*-*5t*Sl»c 
«• <r «M "T 6 ft * -T * r t £ #®t £ t * = 
[0 0 15] 
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[0 0 16] 

y^fiffSSr^-T tta-j*^* «-te**Kov*T«>&* 

( I CV) C9KAat^<Z>ftM^%^-r7 9^M&9Ef7-r««fiR«: 

[0 0 17] 

IMJ^-JtKafjS-r*.^* U a*§i«^<5> 

©>&g^ac>y?« (ICV) <B£j*JMrT?a*ift**-:n<yir« (ICV) £j&gt 
Ki c vSWS®15:^?t5i:i:t)tc, Kt3lfi9i'il (I CV) £fiic; 
(IKicvSaiLTlMllf-fffliMfiyfKlCV) ££i&U 
fettfi?*! (ICV) &5E*«'\*»-r*«3fcHfx-rs*J*«:#'*-6£ 

[0 0 18] 

#38t?I©8l2©f!l®», 



ffiffi#2 001-3078073 



#2 000 — 320803 



v^Km^rmmm^- * mz-&mt$ ntm^- z izm^^x^m.^ * 

Vt®. (ICV ) ££j*U tWB%«»K:«H»«r*©**^xy{'iS (ICV 
[0 0 19] 

abb, ttajM***©#*fctt£s*w tis^ ; EM>f7x-xii > Ursa 

«*ttM^ft&QMfc?-xy?4g (ICV) hCDM#lcJ:«lt7 s -jt9cXmEM3I 

& as*? -r s «tj* m -t z> z\ a * mm. t -r £ . 

[0 0 2 0] 

m&m&mmn&mmv— mmmmz&^x. wis* * im. > * 7 x-xk, 

fTIE&S 5: S^T * S «j£ S: * f £ 3 £ * #®t t * £ . 
[0 0 2 1] 

*mma>mmn£.mw.<D-mnmmzi3^T. mm^-zmm^mit. 

Z\Z-D\sT<D®M1-x.V V®. (ICV) ©%^gP^©*&M©*»JC*t5 
WC, ak^aiy^lt (ICV) #fl*»K:«an!Sftfc***^-*KO^T© 

n-f r -^{ca^5<*s^x^^ffi[ (icv ) ^jE&Msi&^u Buiajr;* 

»tc«n»«r*©*«^iy (I cv) ^©Hgitrtcis-te^^-^afcffi^e 
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tm ft nft-t z> m& ft * f z r t ft #a t -r & . 

[0 0 2 2] 

izttmhrmfeznt-'w #mm$>fr<b. femT-zcoakmr^vtm (icv 

) ©£jftfl»!T»»*&**'xy.*ffi (ICV) M»Ki cvft3t#U gtBfc® 

^x^^ffl (icv) ^iiKi c v &mmisTmT-&izm-3^r&.m?-*v 

9m (ICV ) ft£j&U tWB5tftffC«»af*<Da«f-a:y^|l (ICV) 

t ©Rg-^-tc «fc zm? 1 - * asts^iE^a zmm ft#-r * r ^ z&m t -r -s 

o 

[0 0 2 3] 

fx-y^f (ICV ) ft£j£U i&IHftft»K*HM8*©*«*-* -y 9U (I . 

tulB^- * IB«#«*»& - # 8£#. ffi LtSH* ft tp Jh-r & #tJl ft SlfT-r & HtJft 5: 
[0 0 2 4] 

m%. $ *i * k*^ - # ft 5E*gu««c ic tas -r s «ta ft ■* s firmms c as 

ttfiB^ y -f y % 7 x - x 
tRm?-#mtz&mir&m&-*K&r3»x&M*'x.*j9w (icv) 

, £j»bfc#K*-xy*lt (ICV) ftStfiB7E*a5(c^»«(-ra^Sft^«-rsr 
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[0 0 2 5] 

(ICV) &, ^iz**!^©!!^- 9? 

[0 0 2 6] 

*$&m<D i mmmMj}i&<D-mnMmizis\<^T. nmttv -f>*7x-^n 

[0 0 2 7] 

- zmizttfcVTWifetstiznMmL mmmm<D^!?*&«izm&2ti. mm 

y ^-ItSB -Stilt, tc, K£A^ydrflM|if>lc, #-fe* # {co^T©afcg; 

[0 0 2 8] 

©Bfcfi&^i^tt (ICV) ©^j&fflg^&safeg^x-y (ICV) 
K i c v&j&itS«tl&«l!tSi:i:%i:, RWxy^ll (lev) 
fKicvSafflLt^»f-:5f©3icafx'V9« (ICV) ££f&U Sif&L 
fc&W,1-3LV (ICV) $:7CftS|5^*SS«tS«ia5:^?1-«.>lil?:#^fr 

1 6 ffi$Ef#2 0 0 1 -3 0 



$$2 000-320803 



[0 0 2 9] 

WiBW^s^^«ii. tula-?- # iB«^{c*r-t€>r * iz * zmft-tz* ^ u 
n^-^auicf&iSftstifc^-ficii^^Tgcsc^iy vm. (icv ) 

U Wia%*«P{C^^©B5c^x^^« (I CV) fcOHR-^CiS*?-* 
[0 0 3 0] 

(ICV* ) fc£jftU ^Iz^C^JS^SftfiffKi^ftttStifcft*?-*? 
VW. (ICV) tOBg-^lGiS^-^StS^E^aSrH^-f-^^Sr^r-t^i 

[0 0 3 1] 

triE^a & n« -r & r t * mm t -r s . 

[0 0 3 2] 



ffiH# 2001-3078073 



#2000—320803 

-*«C#j£UT«j£S*iS5£*»tt, solatia -fe tc^S 2 *u ttrlB 

T«j££*l£#i2?#K:o^T©afc®^x>y ^ ft (ICV) ©%*gP^©ISM© 

^«f{c«t5v%T, afcg^-xy (ICV) tfft^lc&^Sftfe***-?-* 
, tiffBftS^lc&^^CD&ffi^xy (ICV) IC J: S iz 

[0 0 3 3] 

fit (I CV) ©£j&ffigtT*fc£Bfcg^x>y*ffi (ICV) £j£g|K i cvSM 
U ^ScS^xf ^ffl (ICV) £JE&»K i c v $rffimLXM : r-#l l zm-3^T 

?mi-*vvm. (icv ) ftftntu iff§s%ji^c&i$^©i&K^x^<i 

(ICV) ^©M^fCi^^^-^t&^iiE^SSr^fl-^ifc&^ii-r-S. 
[0 0 3 4] 

t^f8B^l5 :: - ; 5^g|S^c^$4^SSl7 ; -^f^c*o*^^TBSrSC^x>y ^« (ICV ) £ 

£j«u ffimK&miz&m$f&<D&&*=vi?m (icv) tam^c***? 8 

[0 0 3 5] 
3£fC, *ftlg<Z>ff5<Z>|0nirf*, 

tit-?- ^^*5:ftFO^j»©-fe^ # 5: 1 ~fn y V £ Ufc^IS 

ic*TfB hxmfezftz Tt-Bkr - * #k k ib* s n a * # * # * . 
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ifi7?I (lev) fct&K5Eft»c»»bfc*ifc&*-f*rfcfc#*i:"t* 

[0 0 3 6] 

sue $ *i * Jts^ 1 - * & HMnre tc mm-t « &s & * amkc* ssk c £ 
■Alt, 

Mr*-*35-5 s -*C3fr3v*TME*3Ly*« (ICV) £4«t4Xf9^J:, 
£*&Lfc&«3 1 x^'fit (ICV) fciufEftSSStCt&M^SX^y 

[0 0 3 7] 

* amuses*?- 9p9ma n, t**-r- * tc*f(S ute*s tisjtfi 

(ICV) £ S^t 1 - * & 

[0 0 3 8] 



ffiH4f 2 001-3078073 
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cd^fd, Mot££<Dmmm#. fc-svn*, *y hy-?te£<z)fci£m&ft£ 

[0 0 3 9] 

h->n/-r^r tlCioT. nS/fcfa.-* • ^^.-rAJtT'litSttftl^fflA^WStl 
[0 0 4 0] 

[0 0 4 1 ] 

, -f y$-*y h^©*>y hC-^Sr^f-bT, £fc«:CD, DVD, y^yi/=t 

n, f^x i o 2iz^m^r^tmm^tixn^ mnznz. f/t^xit m 

*.tfA--Vf-;t>n>tfa.-# (PC) , ^-Af«©3ff>fS 

- if ©JIS* & A* 1" £ A*^S & * f -5 . 
[0 0 4 2] 

3>r^S(S»tS^f^ T H 2 tea**. 

[0 0 4 3] 

t;UX2 0 0, ^r-f71, 210, ^f-f72, 2 3 0 ©f¥iffl«i 



fflll# 2001-3078073 
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h-t&fflfflmZ&^tTJ TT'fclb ^f-f72, 2 3011 *-5= 

1, 2 10, Jlf-f72, 2 3 OGD^ilfc-xVW * 2 0 0 lC*f ^S^tf «Ttu 
[0 044] 

02©f/H^2 0 OH -Y h^<D^-^it'fi#S$:/r-L7c'X-^ 
^SfS^S&Sl i ff-*--Sa«SI52 O 1, «-af|^?:A*-rSA*SI5 2 0 2, *y-fe 
-S?, n>-?>^^CD«^$:||«-rS«^a5 2 0 3, 3*1 f.CD«l»?:||fft5ffl 

UWi/^^i-X (I/F) S!3 0 0i:S:jfof;H^3>hD-72 0 4 < 3 

T<Z>y>K>!r-^3>y X h£&*ftl/T^-£»P»3g|S* ; ey £bT©*^yg&2 0 7 £ 

;t-r-s>. to® *^vftiz&ffiZfrz>v 3>v xh^<Dr-*-7r 

o 

[0 0 4 5] 

s>yx -5 s -fT, ^&:a>^>yfC;*rj&bTV*&v*;ii:S: 

3tlgbfc_hTMf££ S4f*©3>r>^* Sl J^-i'3>"J^Mc'J 

[0 0 4 6] 

^f-f71, 2 1014, -?-^Affi*S:ffiIW-rSf!lWa5 2 1 1 fc, 
*tt*!rra* i Ey»2 1 2 S:*b, ^. U 2 12(4, 3 HHtfU^V ¥ 

■f 7 ID, $^{C, 79t^3> hn-;i/ffiffi$:fa^bfeTf -fe^iP^r- 



ffifE4f 2001-3078073 
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-^;i/Tfe5BPT (Block Permission Table) & b T ^ S ,, 
[0 0 4 7] 

^^EU-f >3f-7x-fXg|53 0 OICB PTfcifgaiU ^Jl^-ii-S. ^y-O* 
-7x^^3 0 0^ B PT&£«1,£&, S'flLfcB PTlCc^Tafc&^ai 
.y?I(ICV) = I CV#IE^fc%©£«ffft£*lfc4§lir©*, B 

PT5:Wj;t©i:Lt«#t5. ^=EH>^-7i^fxa300H 

r^-fe^O^HfT-TSo BPTfflM, feitfB PT£JBv^fliJlK:BILTW:& 

[0 0 4 8] 

*-5 2 -f72, 2 3 012, a > h a - ^ 2 3 1 ^ ; EUS[52 3 2 iZ ioT« 
S*u *^ya$2 3 2te, a^S'yfettJS'^y ^tMg fc £: =b M&ijft U se>tc 
T^-feXfFnT^- ^H'$5B PT (Block Permission Table) £f&fcJ} LT 
. 3> bo -9 2 3 1 «, *=eygP2 3 2lZft-tZ>T-9 t&ilft, ifc #fG 
*{f}Lffl-f ^^ai-XtbT©*^'.)^ (I/F) g|S2 34, * 

y 1 4 T (Omffll-t Is TO* 7 J 72 ID, fflSISlE^giCiBMt-^lgtE^K a k 
e, n>7 L >^©^ ; E t Jai52 3 2^(D«#^f©Bir-§-|iT'fc«>«#»K s t o, $ 
£lCRf-iHfc*hgt©Si$:H|f-5Hfcf -g>Bif©:&J8Hii I V_k e y s ^*&MLt=.teM* 
=EU 2 3 5, mS.KM&^^\%^yryV(D^VC, U^timZMftL. bS/X 
Z*m7Ltc9g J %9im®2 3 6. ftt, 3;ft£#g!5©MP&|g?f1-£«SPgB2 3 

[0 0 4 9] 

7ft^=EVM] 

>(T-f71, 2 10, ^f-f72, 2 3 OO^-^^UgP©-?-^^^ 
f££IS3 toSt - . ;* y SPtefllX-tf, E E P RGM(Electrically Erasable Pro 
grammable ROM) t #tf*l*«&»fc#£#l*Hjt|JM:#»tt* *E U ffl-J£l»T*& 

& 7 9 s/ ^. * * y t* & y , :/a y * <t * =f- * m&ifi* 
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[0 0 5 0] 

S3 (a) {C^-Ti^tC, 77y^ i EU», SI1~N $. T°<D&®.7u y V 
Sr^U ^n^ll (b) ICa^-T J:^{cmi~MtT-CD^1r^^(C<l:oT 

«rats*u £--fe?#& (c) {c^-r«te){cig^-^ ^-g-tf^-^aJi:^ x5-u 

I CV^|gi»Stl«^-&^.&S. 
[0 0 5 1] 

mzmZO'rrt^ 7*2 0 0 (Cfc^T. Hfliai2 0 5fc, ^^U-f 
(I /F) ISP 3 0 0 fCj3V>T3M?$*l3£&3V:v K{C^3V>TSi^-t-2>o 
[0 0 5 2] 

*f, «WMP2 0 5*6il J E'J>f>#-7i>fX (I/F) »3 0 OlCfcT^S 

*WB©«#ffil/. >tty>fV*-7i>fX (I/F) §P3 0 Ote, Xf-fXU 

mfe L fc-fe * # ©5 s - * X» ffi 
• -fe? ^#^5i*=iv> F 

•fey hanfc^y yow*fe7ttfc, #Bjfea*ife-fe^ ^^^-f&WP-^ffcbT* 
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• s\y ^4«37> F 

• Ay hnv> F 

• BPTt*; F 

• U jK^ — */a>y J* F (Revocation List) tyh^7>K 
^iE^^^T. ^iEn^T-^y^y hTft-SUsK^r — S/a>U^ F (Revoca 

tion List) £ * ^ U — > # - V -f ^ ftlC-fe y V ~? Z>$±M(D^y$}^ 0 

• 3?iffflU3K>r->>a >VX F (Revocation List) fx^^37>F 
38#rJBU 3K^r-2/a >U X F (Revocation List) iCSt&CD U #^T- $/ 3 > U 

XF (Revocation List) £ Jgff IT <fc V^*^^ x * ^ f e^S^SSfi^^o 

««8ftfe)iT-f7 1 SCftbT^^TOiiS!!^ (ID) ^tf) 

i d £ ? oi * * -r & »a©i6ff 

S^£;ftfc*^>f T 2tC#bTffi;£§giE5:LT. ^rYT^BIBI? (ID) # 

• =e y aco7 r >r yatf- fe js«f-t saa©^ 

[0 0 5 3] 

^^U>f>*-7ai>fX (I/F) §P3 0 0*>e>**r>f T ltCfcft* ^=IV>F 

• I Di^ffllnv> F 

^f^71 CZ>l*o I D SrR^ffi-rMO^ff*^. 
[0 0 5 4] 

c-rvw ^ w * ^ y >f y # ? x - 7s ftmm&i 
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IklZ^AJ X 2 0 0©*=E!M>*:7x--:* (I/F) S3 0 0 omMffif&Z: 

[0 0 5 5] 

• X^-#X 3 0 1 

*XVS>X* 3 0 l©«*£M&0 5{C^-t„ =&^>y b <DM&Zn^> . 

•tf«yh0 (bit 0) :tfi>"-77^ (busy) , 0 :#«8 (ready 

) ) 

*=zvj>*-y*4 x # ftMM £ b t v> £ ^offlM tr * h t* & s . 

- try h 1 (bit 1) :i*ffit«77y (l:A^r (success) , 0:$cJR (f 
ail) ) 

• fcf »y h 2 (bit 2) :«^ii*J^?!j7v^ (1: J*5& (success) , 0:$cJlfc (f 
ail) ) . 

• =t u ^7=- * ixfe*»©tas'jB tr >y h Tf*«. 

• try h 3 (bit 3) ^^-f 71tf (1: tyh (set) , 0: * 
t»;h (not set) ) 

• Ify M (bit 4) :>lf>f72t7 h75^ (1: -fe >y h (set) , 0: * 
t»;h (not set) ) 

• bfy h5 (bit 5) ^f-f71ti75y (1: (OK) , 0: ftg% (NG 

) ) 

ilSnfc^f-f 7 1fflSt8!l? (ID) Uvif>r-i/3>UX h (Revocati 
on List) rtffl'Jtf-* WHO ^T-f7^*^©flS!li8tfy ht'&S. 

• fcfy h 6 (bit 6) ^f^72W7y (1: *£fr (OK) , 0: (NG 

) ) 

ftttSJlfc*-?^ y 2 0KM-?- (ID) y^-i/a>Wh (Revocati 
on List) Aa>y#-? (PBS?) *f-f TWl^fflflMB^f H"5**. 
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• try h 7 (bit 7) : 4Tfey Vti&jy*?? U : (success) , 0:^ 
» (fail) ) 

• Ify h 8 (bit 8) :A,yjf4««?!l7 5y (1= «5& (success) , 0:3cJ& 
(fail) ) 

•fcfyh9 (bit 9) :U^-i/3>yXb (Revocation List) t*;h75 

^ (l: *y h (set) , 0: y h (not set) ) 

U#^T-i/3>yxb (Revocation List) #*^y>f># — :7a:>f;*fttC'fe 

• tTy MO (bit 10) rJEfffflUsK^r-S/a^y (Revocation List) M 
my*?? (l: (OK) , 0: (NG) ) 

HfMU^-J/a^y^b (Revocation List) ft* if ? fr<Z)4HI 

WHS** ht^ 0 
[0 0 5 6] 

Xf-*^V^^ 3 0 1 rtl&GM ^a:-;* (I/F) gP3 0 0<Z) 
[0 0 5 7] 

• 3V> Kl^X* 3 0 2 

• T FIJI'S?:** 3 0 3 

• h 3 0 4 
[0 0 5 8] 

Z Ctt»*ft *ffl%rt if % Y F l/X SrSRJfe U * 9 > M/5?X * 
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[0 0 5 9] 

• 3 > h n -Jl/U i?X 9 3 0 5 

• itS««flffliaS3 0 6 

• iiflAy XT^U 3 0 7 
S^ff-r— * &tttt-4-£A -y ~7 7 

• Sf Ay^r^^'J 3 0 8 
5Mf - # & &*ft f S Ay7 7 

• SUfll/yx* 3 0 9 
•ff 1/^X^310 

JMIl/t7 ? -f , fclWl'5tt/<» 7.r^=E , J 3 0 8 (c«2|-r-Sfc«)©l/^* 

[0 0 6 0] 

• flMtoaa 320 

8fAv7ril i E'J8 0 7, A «/7 7 ^ =E U 3 0 8 ft©r - * CM b t , 

• * «E U ft 3 2 1 

- ~f )\> tl/Tffl7*n > y^ • — $7^3^ " 7~~ ~?yv (BPT) feteUfi, 
•SSltfeS. 'J/R<r->>a>U^K "7*0 >y # • A— $ *j */ g > • ^--zf)l> ( 
BPT) -^n-etlA^^U-f >f "7a:-XrttC*^tC-fe>y hS4xfc#^ 
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[0 0 6 1] 

Kdist : ^^>f T 2iC^$n^3>^>^^(Z)n>^> x y^i2*^U^>f 
✓\y*f (Security Header) lC#2l *L£g2J£gt 0 n y I C V4^K icv_c 

ont. a>^-yvmKct:^it^^ 0 

Kicv_sh :-fe3frLU5M V (Security Header) ©ICV?:4^t§&: 

I Vsh : t^aUf-f Mlf (Security Header) CDICVS^nW 
V*£*fflMI[ (I V : Initial Value) 0 
MKake : ffiKMUMO 9 -file 

I Vake : «2BKffl©«t©4««3a^aM^-& (IV: Initial 
Value) „ 

I Vauth: ffiSBiEW^-^^MOMitd V : Initial Value) . 
MKicv_rl: V tftT- is =i y V X b (Revocation List) 0ICV«S:4^t 

IVicv_rl : U /K^T — ^/ a > U X h (Revocation List) 0 1 CVg$:Mt 
£>B#(JD3g|8Mt (IV: Initial Value) e 

IVrl: U^-^/a^y^h (Revocation List) (D I C V£j^B#lCM V\£> 
*J«§fll (IV: Initial Value) 0 

I VJceys: *^>f 72T% 3>T>^if<tfflOi5:B|fftt^t©W ( 
I V : Initial Value) 0 

MKicvJ)pt:7^i?Xfr^1i^T$>£>B PT (Block Permission Table) CD I 

cvit££^£^;*#-§lo 

IVicv_bpt: T^'feXfF'BTW^Tfe^ B P T (Block Permission Table) <D 
I CV«l:4«t«e© I C V£j*B£lCffiv>&:fiJffl« (IV: Initial Value) 

o 

I Vbpt : T^ir^fF'SlWfS^fe^ B P T (Block Permission Table) tf)#JH8 
f (IV: Initial Value) e 
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[0 0 6 2] 

• E C C 088- 3 2 3 

iUfgl/^;** 3 0 9. SMU^X* 3 10 fC&^-^CO^T. ECCfx 
[0 0 6 3] 

JMM^Ey Wf-fTl, 2) td*f'r^Affi*^>^-^3i>fX Q #»**ey 
yj^a^'f-^ (BPT) A^^»^ : EUAfi5A>f>*-7x>f ^Sr^b 

[0 0 64] 

^MM^yAffi*-* >J-7x>fX3 24, JSii^M^yAai^^^"- 

2) . »*^H:rtffl^^UK:#bTm*ati6« 
C L E K9^*>f * — ^ 

ALE:rKl/X5*;f>f*-^ 

R E : U — K-f 

*MM«ey Wf-fTl, 2) , &sv*tti*»;*^y bT 

•» 

WP:7^h^Df^h Was^^y Ur>f71> 2) IZCDfrMm) 
RDY/BUSY:l/r>f - • l*S>- 

[0 0 6 5] 
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Km^xmrn-tZo =g$k*r-9, mm^-9m. &^>T>yiz, me (a) iz 

[0 0 6 6] 

7 ^ y s/zl * ^ y tt^n y i^n^^ jc«isf— 

[0 0 6 7] 
[0 0 6 8] 

• 7 It— hA-ya> (Format Version) 

t^aUr^A^^ (Security Header) bA-^/3>S:Sto 

• n y^-yy I D (Content ID) 
3>f>7©IM? (ID) £^lT 0 
- Ziy^-yy 9 4^ (Content Type) 

• T-9947 (Data Type) 

• i^-JfT;!/ dfy XZ* (Encryption Algorithm) 
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X. ti D E S tc «fc « «f #f b tft5*hyy^DES (Tr i P 1 e-DES) tC J: -5 *^ & 5% 
- Rlf-^Hb^— K (Encryption Mode) 

Bt-^fbr;i/^TUXA (Encryption Algorithm) TrS^S tlfcT /I/ J U XAlCfcf 
[0 0 6 9] 

• HfiF-JHt?* — 7*; b#>f:/ (Encryption Format Type) 

1 fcU n^^^^O^-fe^^fetCM&^ilK s e c_n$:lffllt3>f>70 
WP # ft & ft ? IB « £ * -f y 2 4: ^ £ . 
[0 0 7 0] 

H8C#*>f ^©»*ft7*-7y birtSSt. 08 (a) #9 47lG>m 
#ft73r-vy FWft3ftt3>f (b) # 

[0 0 7 1] 

9 #4¥fo&mm'%ftmmT*2bz> a ms (b) xz^z^-jzo^mtyit-^v 

M£. 7^^^>^^^UCD#-fe^^#^M*^-fe^^«lKs e c_l~K s e c 

#aw*ft;«3iT»s. «ittfH8 (b) ©75y^a^^y©t^jnm 

1 (Dm-^itmii hX K s e c_l#^J$LT®jeS*U ltC&M2 
tl^n^-r^tt, #:/Oy^&C&^T, I^TK s e c_l SJBBLfcWf-^fb 



ffifE#2 001-3078073 



4#2 000 — 320803 



[0 0 7 2] 

s \z & z> #ui> izmm&m zmm l tz. v u d e s k j: & #91^ 

[0 0 7 3] 

-fe^^u^-r #<Dm&iz^>^xMm*wzvz>o 

' V&mty'yif (Encryption Flag) 

[0 0 7 4] 

• ICV77^ (ICV Flag) 

#m (32-fe*#) ^77^?:»0 0 «*.tf0 : ICV4U 1 : ICV*y 
[0 0 7 5] 

• Rl-^ftn^^^^it (K c_Encrypted 0-31) 

• I CVMi (K icv_cont_encrypted) 
[0 0 7 6] 

• ^^&Ud\^r— i/n>VZ> — (Valid Revocation List version) 
3>^>^S^©IR{C^»Jca«a4x&U3K^r-S/a>U X h (Revocation L 

ist) o;t-^a>. 

H>^> v yW^C0l^tC, h£*lTV^Utf^— >3> UX h (Revocation 
List) ©A-SJaVtfitiJ: *Jl5^t§£\ W££ff«rbfc^ 0 &33, SBfA 
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[0 0 7 7] 

• t^a'Jr-f A>y^f I CV (ICV of Security Header) 
•fedf^y^^y^ (Security Header) (OBfcfi^a: y ^ffi (ICV) 0 

[0 0 7 8] 

[0 0 7 9] 

• «J^-^3>UX h^JSU^ (Revocation List ID) 

y»-^/3>yxh (Revocation List) MJiCDffi.W&il LTtf) I Dtfel) 

o 

[0 0 8 0] 

• 'J ^ - > U X h A*- y 3 > (Revocation List Version) 

UtK^T— $/3>'JZ h (Revocation List) (E> A— 3 > £3^0 U ^^r— ^ 3 

[0 0 8 1] 

#96fEtf);g$;*T?te, yW-^3>'JX h (Revocation List) ICA- V 3 > W 

ByVxhoA-itnytZttm-tZo z<Df%. 3Sffi«^tLTv^^U3K>^-^3 
yV* h<DA-i/ny<Dli'tf& U*v^^icte. z2y^yy(DWt^\^^±'t 
2>o *<Dffi^ Vtf*-isnyVXh<D^mZfttetettfrl^ ^(DnyfyVO) 

[0 0 8 2] 
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[0 0 8 3] 

- 5? a > fit $8 &flv^fey^-^a>UXh tf>§r IB Jfc*E«SL K$r#L31<Z>;R 
[0 0 8 4] 

• *^>f 71 ID» (Number of Medial ID) 
*»UT^^f-f71 (Medial ID) 

• ^f>f71 ID (0) 71 I D (L-l) (MediallD(O) - Medial 
ID(L-l)) 

[0 0 8 5] 

- %f<< 72 1 (Number of Media2 ID) 

*»LTV^^f-f72 (Media2 ID) <Z>fftft 

• *^>f 72 I D (0) -^f>f72 I D (M- 1) (Media2ID(0) - Media2 
ID(M-l)) 

[0 0 8 6] 

• ny^rZ/V I D|& (Number of Contents ID) 
*»bt^63>f>^ID (Contents ID) CD^U 

• =r>-r->y I D (0) I D (N- 1 ) (Contents ID(0) - Con 
tents ID(N-l)) 

[0 0 8 7] 

• UsK^r — 2/a>U^ MCV (ICV of Revocation List) 

[0 0 8 8] 
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7\ zty^yv) ©MM^J- (id) ;fr&*MtSix*. r<D <fc e> ic. 

^ f T^affiTfcS U JK^T - $/ H > U X b (Revocation List) *C^|fctf> 
ga(D'j3R-^*ID, t*b^^f>f7ID, 3>r>^IDSSW, **l 

^n^^ycatt^ffiUBfic^y • 4 y $ -y 3l-*%$iz&^t. mm*!?* 

TS.tz.ltmm^y'ryycDmffl* (I D) UaK^r-S/a^U^hKlU^ha 
[0 0 8 9] 

ZlcOi: -5 tc=i>^>^^^>T-V ?(DW&0> IDS:1 o0'JW-S/a>'JX h 
lcK5febfc«/*lci;y 1 otf)U3K>!r— >a>y ;* h^«S<DfflS<Z>;*'?>r 7fcn 

[0 0 9 0] 
[0 0 9 1 ] 

[/Dy^-A-vyS/H>*f-^(BPT)] 

(BPT : Block Permission Table) <D%$L\Z o VNT§£fgf -5c tt 

iLli. File Allocation Table ; FAT) Sr^»iiAyT?^ta LT 33 V . V T 4 fri/ 



ffi|E4# 2 001-3078073 



#2 000 — 320803 

[0 0 9 2] 

^ (BPT) tt, ^>fxKfeW*»*«^Saiihbfe^ny^K*ll![S4xS 
^ *;S/g> • r-ZfJU (BPT) ft-fe y h d fA>f X©(H«fS*V^ 

•;t-^7$/3>-f-^ (bpt) jcKjfeatifcwerflrwKiaofc^^ur 

[0 0 9 3] 

01 Oiz^uy? - * yi/n > - r-zfJl (BPT) <©1IMt«:S*-r. JE*T 
[0 0 9 4] 

• y^ — ^y hS^~ isn> (Format Version) 

BPT (Block Permission Table) 07^--V^ hA-ya>5:^t 0 BPT 

• B PT^SQ-T* (BPT ID) 

V >7 ' A— ^ y H > • ^—~7}l (BPT: Block Permission Table) (D 

mm* (i d) x*&z> 0 

• ^fUy^Wi (Number of Blocks) 

BPT (Block Permission Table) T'S^yn^^^ilSlr^to m7&Lf=.^. 

• zfU y # # 1 -^D y # # ntfFl5l:7^^ (Block #1 - #n Permission Flag 
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) 

• B P T - I C V (ICV of BPT) 

BPT (Block Permission Table) (Di&M^x. *j V f%<D I C VeS>-5 = 
[0 0 9 5] 

Z/a> - T—zfJU (BPT) «MiLt£7?y2/a>i%U ftSMILfeji s e , J*- K 

<< xSHCBPTfcifSiiiU -fCD*-?^ 7\zMtZ>Y 9 ^.TsVFQ ^--f^Z. hXm 
IStS. ^^U^>^-7oi-f XS5tt> T^-feXffFBT^-^;i'5:^«LB PT 
£-feyh (ex. H4{C^-r^^Ug|53 2 1 ) -f-So ;* =E U -f > # - 7 ai-f Xtt 

fF nf-r - :/;nc«-3 V \ £ r * -fe :* © * & n^-r -£> „ 

[0 0 9 6] 

7*n y 9 • A— 5 y S'a > • "r-zf)l (BPT) tc ii, #9*1** -5 s -f 7<OV=y 
[0 0 9 7] 

fcfc, 7*ny ? • r?-^ yi/a> • 5=— ^ (BPT) icte, &SB&ji:©fc«> 

©BicS^aiy ^tfl CV^SgStl, BPT(0^ ! E'H>*7i-XA©t'!/ h 
B#{C{±, I CVfxy^^UffSti, afcm&*J£ ! P!l5££;ft.£»-£icW; > BPT© 
-fey h #1315:11*? L&V^ &oT. ^ZE^T^-feXfFnr^-7";i/$:#^bT, « 

«-t-5zii:^KfiLS^s> 0 BPT0icvii^f-f7fflM? (id) ic»o*^ 

T4«t5. ^©fetfnc, ftS©*?^ TK79 -feXfFor^-7*;i/?:=ihf-bfei: 
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[0 0 9 8] 

^-©gfigUffC^ny ? . yi/ay ■ ^-^ft (B PT) 5: 

^€'J (ex. 75>yfa^€U) ©ffi5fe:/n <y ? (C#£i&A/-effi*rt 5. 
Kt, /D»;i'-;1-$7J/3>-f-^ (BPT) fctelfibfe^U W©^n 
y^tCoWTWu ^ny^MS^©^^^* ? • A-*»yi/H> • -5 s - 
;i/ (BPT) tclBMfS. ^^©-r^-fxii, ^f 1 ^ rtc^Lfc^-^M* 

flLSlCfc^T, BPT&tiLTBPTCiSS^^D v Z ©M£ «T^5:# 
ilfet, m*^T'&£:/n>y*©*©M*£lgfi 1 t-£#j£T'&£©T% BPT 

[0 0 9 9] 

^f-f7 (^9^^3.^^v*g«f ; -^fa»«#) ©sutu^cim-s^n^* 

- i/ny • 7—-7)\> (bpt) ©^5t7n-5:, 0 1 l asitfHi 2\z 

-f yaffle (ID) ODMtB PT<Dm%&&-t) x MWtW>ftX*fit>ft2> : b<D£-t2> 
[0 10 0] 

MS^Ufftsyny^ • a-* v • (b'pt) amfeyu- 

7tc:*fU lDi»ffib3V>K&Sot (S31) , $>e>fr£tb*"r>( Tlc|& 
SflStlfcl D£§fg (S3 2) tSt, fCIDS^-XtLfcl CVMiK 
i c v_bpt££f£ (S 3 3) -T^. I CVMiK i c v^ptii, VX#-|t 
: MK i c v.bpti:, IViev.bptL BPTf$S'H- (ID) IC»^5 

VNT*^1-6„ A^ftltCti, ICVMiKi cv.t P t=DES (E, MK i 
c v_bpt, I D" I V i c v_bpt) izm^^X £.f&Z1xZ>o 5£©j&t*fcfc, BPT 
©ID fcSJSMt I V i c v_bpt©#Mfi|grS#HCv;x.#-gi : MK i c v_bpttC J; 
5DE S^E- KT-WHf-^ftffiS&HfT-r^ilVN^Sl^T'feSo 
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[0101] 

#CtC, BPT©&7-f-;bFfC>&Hfc>r?5*-#£^5£ (S3 4) U 

ffl) I (S3 5) > ^bfelCVSBPTCICV?^-^^^ (S3 6 
) z:©j:9ClTi^§^fc^D • tf S/3 > • 7— -fto (BP 

T) T 1 izm^&ti (S 3 7) . fai£bfcJ:e>lCB PT©#£i& 

[0 10 2] 

Butt ms.muMmifezw^*T47 2(D#^7K&tt&*?4Tttf& 

•*Stfft*^n» ? • A-^>y^a> • =T—-f)\j (B PT) Otg^^U-T'* 

S02 2ffl«llS:tS) SrH^-TS. 
[0 10 3] 

>K£itoT (S4 1) , ID?:i*tlJU IDH-XtlfcICVM»K 
icv_bpt?:4^ (S4 2) "fS. ICVMiKi cv_bptlt VX^r-ft 
: MK i c v_b P tt, «J»« : I V i c v_bpt£, B PTftglJ-?- ( I D) {C*r5 
^T&m-t&o =H#l$tCte, ICVMiRicv.bpt=DES (E, MK 
i c v_bpt, ID'IVic v_bpt) lZ^-3\,\T&&,-£tlZ>. B P 

T©I DtWMW. (I V i c v_bpt) ©SMBt&JSfUlCVX*-!! : MK i c v_b 

[0 10 4] 

?&tC, BPT©&7^-;bKfC*ftS£A9*-#£i25e (S4 5) U =S-A'^ 
^-^tfigJfeSnfcB PT(C«tJVNT I CV££f£ (ItatSHl 4©#f&£Jg 
JB) L (S46), I CVSB PT© I CV7-f -;i/KlC^}£ (S 4 7 

) f -So r©J:e)fCbT^$*lfc^D • A- 5 y*/aZf ■ v^-ZfJV (BP 
T) fc;*^ T 1 lC#£&tf (S 4 8) . tt&Lfc J: ? KB P T©#£S£ 
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[0 10 5] 

013 K7Uy 2 • rt-S.visay • f-^(BPT) (Dfkfo&SWf&M*^ 
•r„ 013© (a) tt^-x^Tl, ^f'f72ffl77*r>a^ ; E'Jffl/n9?i 
fftt'fc l J , El 3 ( b ) tt, -/n y ? - A- $-y>>a>- ( B P T) 1? 

&5= ^n^y^ • A- a >y>>3> • 7- — rfn* (BPT) li, 7t-7»; h-/t- 

^ax bpt id, :/ny*jRK:*v*T. #^n^^©M*or (1) , mik* 

»I (0) MtCBPTOBjtS^ai^^li (I CV of BPT)*! 

&Sft£*lfcfilf£?:*#o„ ;*^y ©B PT&i&*r:/a>y ? (B13fflM?tt^D>y^ 
#2) tt, ^B»^-;\-$<^a>-f-^ (BPT) {cfc^Tm*^^ 

[0 10 6] 

fcfc, 01 3 (CaVtr/a <y * • A- 5 vi/ny • *r-7fr (BPT) ©^l&09 
tt, #^ny *©?f|£«r (l) , iHic^oj (o) ©<*#tg£;**ifc«j£T*2D£# 

, jB*»a©*©Ti'-fex#ipBr€:«je'r*«ritTttai<, tMy (#£) ffp°r 
£«r, M£*«r do), #£*«r, (o d , usi&i&mjtt (o o 

[0107] 

fcfc, S2lC^Lfc«fce>(C^-5 i ^r 2T*li^7 i 'r TWtC®I^ia5 2 3 1 £f#oT 

fcU, yny?-A-$y<>s>-f-yA (bpt) ifiWlfem&frZSfroyi 

[0 10 8] 

©BPT<Z>S£&*li, #ttfc*^U5>f *-Tfft*LfcB PT&fl«*£atf 
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• yt/ny • ^—ZTJV (BPT) lz&^Xffitt*SM®£ LXWt&t 

•£>„ 

[0109] 

\&Mrf-x-V V®. (ICV) {CfcSBfcS^a:*/ 
#CfC, SScK^xy^tt (ICV : Integrity Check Value) ICfcS^-^&St 

V) (i, ^-*IBt8*atc«i»$4x«=i>^>y, -fny9 • A-5^g> • 

[0 1 10] 

DE SI«#*!LS«j££fflV\fc&®^:ii^ffi (ICV) £jjit#IS:H 14 

^£8 h^fiffC^iU (JKT, ^SH^tlfc^^-fe-^^DO, DU D2, • 
• Dn-UtS) tS. BfcS^ai^^^-f tt, Mjttfn y^y V BffcT- 

[0 111] 

*t\ WfflU (Initial Value (J5TF, IVilf-S) ) t D 0 SiMUllP 

•^-•s (-^©M*5:i ltts) „ ikiz. 1 1 sde sm^tmzxn. 3C&^x 

-yff (I CV) £j£g|Ki c v^ja^THgMfffS-fS (ffi#&E 1 il^S) . ffi. 
rtT. E 1 fcitfD 1 £9Nltttl$b, ^©ffi^Jl 2 £DE SBf-^ftgP^Atl 
, BfcS^xy^ffl (ICV) MiKi c v&ffl^TBf-^'fti-r^ (m*E2) . 

[0 112] 
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t. $Tfcic3>^>y{c«^T£j£Lfc i cv' n^^m^rm-a.^tLU. 

W^ICV = I CVT'fe4x«A*^^1Z-^\ WX\Ziyr2/V. BPT 
[0 113] 

f-xy ?eD*r«^-#£afflb (SI 1) , ttfflbfc^-^lcKta'^T^Ix.lia 

i 4®de sfa^mmmmz ±y i cv* stm^s (si2) . tf-n®is^ 
nas^nfe i cv t-?-* i cvt^ittb (sn) , — « 

bfc#-&tt,.5 s -*©*««««l<iEa3ai-5 s -*T?*Si:2Wj£ (S14#6S15 
) £*u *-St©*-&li, ^-#©BfcK#2£>Si:¥!l5e (S14»6S16) 24x 
5. 

[0 1 14] 

u#-ir-j/H>y^ hcD&fi^aiyf mnzkm^^vtm (icv) s-f&gtK 

i c v_r ltiU ^«>^A"-f XOD^^EU-f > # 7 x - 3 0 Offl^^'jaiS 2 
1 (H4#M) F^{C^Sa*|$tVfe , >l3Kd--2/3>UX h (Revocation List) ©I 
C Vi5:MtSV^^-i : MKicv_rli:. 'J Tjf^r— */ 3 > U X r- (Revocati 
on List) ©I CVgt&£j£-r£B#©*J»MI : IVicv_rlfc N «J jtf-ir - $/ a V U 
X hODSIxW^ifJtC^^^Sy^^-S/a^UXh • /t-i?a> (Version) IC 
ar5^T^m-t^. =H#l$tCWu afcg^xy^ffi (ICV) MlKicv.r 
1=DES (E, MKicv_rl, Version" I V icv_rl) fC»^5^T£E£2*l.£„ to 
fEsS ©«"*«. A'-i>"H> (Version) ilUJJBffl (IVicv_rl) ©fEfl&l&JlftHC 
v;**-^ : MKicv_rl{Cj;^)DE S^E- FT'<M%^tmm*mf}-? €> £ H 

fe I CVt«SK i c v.rlfcaUSLTttfflttl Vrl (*=E>;gP3 2 1 tcfe*ft) 
[0 115] 

-/ny^ • A-^>v^a> • "r-~f)\j (BPT) ©afcK^-xy ^J5©3Jc 
gf iy?f (I CV) £J&I!K i c v_b p t fcfc, ^«t)f ; A^X©^ ; EU'r> 



ffi§E# 2001-3078073 



0 0 0 — 3 2 0 8 0 3 



^7x-^SP3 0 Oftjl'EUttS 2 1 (®4#M) ft CftWa 4xfc B P T © I C 
Vi^tSV^^-i : MKicv_bptt, B PTCDI CViSMtSiffl 
^SB«: IVicv_b P tt, B PTCMftW^tftC-g-tn-SB PT^glJ^- (ID) 
tC«-3^-C£j&-t-£o cScS^-3i^^« (ICV) MiKi c v_ 

bpt=DES (E, MKicv_bpt, I D " I V icvbpt) lCS^5V*T£j&£*l3 

. ioiB^;©«*ii, BPT©iDhioitt (ivicv_b P t) <D%mmmmiz-?x 

2-m : MKicv_bpt(C«fcSDE S^E- KT?©fl&#'ffc$&«£**rr £ £ V% o Mfc 
ffeS. ^D7? • A-5y>3>-f-^l' (BPT) 0D8fc^xy ^•filli, 
d©<fcdlCLT£jE&£4ifc I CV4^iK i c v_b P tS:jgML/T*J»i'liI Vbpt 
(*=EUgP3 2 UC&Sfl) S:fflVNT®l 5 (C^"t I C V&£«j£(C i oTHff $ 
fcfc, BPTOWfStLTftlS^ICVIt BPTfi»f-!i!k 
BPTSMbfe^f-fTClffl? (ID) Sr^tf^-^cS^T^;**!-* 
„ t£oT, BPTCICVfi'^lt BPTfflf-^WWliO^^f. 

^WTH^OjE^fcB pt, -r&fct.flfi©;*^-* TtC3fc?-£*ifcB PTT-ft 

[0 116] 

n>5=->y©-fe^^#fe©^cS;5 : -ai^^m©3!c®5 L ai<y^'fl (ICV) 
4^»Kicv.conttt, =1 > ^ > ^ © /\ *y # (-fe3f:i U • ^9 #*) * 

S3 20 (04#m) tcfe^T. *7 : 4 7 2t.<Dms.m.MWzm4f2nz> 

^f-f72©3i' hD-723 1 T'H^T^tlSDE S-CBCt- F(C 
[0 117] 

CD&JISrSSltL, r^-fe7.tt^r5 L -^;i'T-feS B PT!CW*^5tflS 
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[0 118] 
[0 119] 

16H £«K:H2{Cfitf5f 0 OC0««l»2 0 5<Z)«iI, ^ffilC^^E 
[0 12 0] 

*t\ «»^ ! EU(lD77>fA/«»JStr- 
^l/l*tfffll3V> Kfe^^UW^^^ai-XflUKiaM (S 1 0 1) -r*. 

^©«»fflL3V>Kfe2i (S10 2) It, 7r>f ;i/fiy STf-^!:ft 

w^u^bMu vmicaii (sios) ts. 

[0 i 2 1 ] 

& as. 77>fMy3tr-^tt, T^xoT^tT, «r«ftrtw^^y> 

T >f T * "fe * S:fT & 5 c 
[0 12 2] 

JbfcSMI (S 1 0 4) i:. ^-^Kl*^V^TU3K^r-S/a>UXh©»* 
(S 1 0 5) U y**--J/a>UXhOtyh37>Kfc, U 
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^-i/a^yxhs^^'M y*7zL-xizmm (s i o 6) 

o 

[0 12 3] 

(S 1 0 7) ^ St. >f >#7x-;*kJ:. Xr-^X l/^X#6Dt^ 

V-?^*?*: 1 (bf^) ICty b (SI 0 8) U Utf^-i/a >UX h<Z)Hfc 
S^x^M^BfcK^xy ^ffl ( I CV) £j&gtK i c v_r 1 (S 1 0 

9) lT£ 0 

[0 12 4] 

U7K>r-$/a>Ux h^aicS^ai^^fflO^S^x^^tt (ICV) £|&«K 
icv.rlte, flb^X^ *\HlZfeffi£fttcV 3if>r — ^3>UX h (Revocatio 
n List) <D I C V&Sr£j*-r ^V^^-gt : MKicv.rlfc, U tK^T - a > U X 
h (Revocation List) 0 I C Vg| Sr^f 2>8$<D®mU : IVicv_rl£. U 

Version) ICS^T^/fc^ £> e Jtttftfctt. M^aiy^ffl (ICV) £j£gt 
Ricv_rl=DES (E , MKicv_rl, Version" I V icv_rl) &C|fit5V^£ 
J&£*l£ 0 ^<D^Ifttt> A->^3> (Version) i:*J»3ffl (IV icv r 1) <£>#Hfi 
fl&SWKlv;**-* : MKi cv_r HCJ:§D E S€- K^<D»*ft«3l«:*f?-rS 

[0 12 5] 

#ClC*^y >f >^^a:-^tt^^LfeBScfi^ai^^« (ICV) £«StK i c 
v_r 1 S«V\TUsK*--2/3>U X hCDI CV fc£l«U 
>U^c M^tc«H«a*ifciELvvI CVtoflR^M (ICV =ICV?) 
fi(SHO) f4. &33> ICV 0)*«»att, Irf»0llll4 TSBlfeD 
ES^-KfcS^T. *J«5«I Vrl£fflV\ ly ?« (ICV 
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) Sif&mK i c v_r 1 SJlfflLfefflfffilCioTfrfc^So 
[0 12 6] 

I C V* =1 CVf^Si^ (S 1 1 lt*Y e s) li, V jJ? >T - 1/ a > U X h 
#&S©&^H^fc%©T*&£h¥!l5££*u 3>^>y»iE#iffiL#iJI^©|gS{c 

(C-feyh (S112) t«. 'J^-i'a>'JXMW^'H>^7x-Xfi© 
(MAtf^^EUasS 2 1 (i4#I) ) (C&SftS^ «*.«, SMfflfl 
8P3 0 6#§!migP2 0 5 (i2#I) *^;*-r-f 7fgfgj=iv> Kfegfe-tS 

7©*^-f 71tBU^fc©M^r#*?T;**u iHSMSflffligP 3 o 6tffifffffi 
2 0 5^&n>^:vy©a*fflL*&3I{c#e>/\y #1z>y KSrSfrTSi: 
-fey hS*ife l J^-i'3>'Jx h©:n>^><j/|iga?-£> i»ffilM*n>f 
> y © 3 > t- y v MM* Z. <dM& 3 *v 3 . 

[0 12 7] 

a > y © w^^ic fe v n t * ^ y -f > # ^ x - x (c fc ^^^{c^jffl^r^^ 
mm t z *w =i > f > y ©*>jffl wen y « u a« * =e y *» e> r» m-r * t*©*G.Ji 

[0 12 8] 

01 6ffl7D-CDfif SrittS. ICV * I CVT-feSi^ (S 1 1 lt'N 
o) ti, y7K^-^3>yxMc&S&y£:f!l}t2*u yx h©#M^atc*-5 
<3>7 L >y*&gS:«iLb*&JS£:i!&T-r£o «_h©ffl.ffi©i^T{c J: »J , 

[0 12 9] 

— fBHUflSfllUi, xf-niMlnvy K&^^E'J -Y ^xx-xiCsi 
• @(S114) U ^-77^0t4oferi:S:^ft (S 1 1 5) HVXV 
tf'r-i'avyx hfe>y h75f?:«# (S 1 1 6) f-Sc U jK<?t- 
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[0 13 0] 

gfE&SSr^rrs*^ >f 72 fctffc*. f/^xlt -eh,©*-* 

Jlttl&tciiy 3}?>r-$/3 > y x hJc^iE;*^ 7£l/T©g«i;tf£^ 

ilbT, 3l-T : -f 7(Cfe^^tlfcT^iZXff"I^-^;i'T'fe€)B PT (Block Perm 
ission Table) £ ;* U -f > # 7 ai -X (C-fe «y h U B P T £#Rg bfc* V 7 

* -fe x & «tib t s m ft S . 

[0131] 

9 *%^xmm?z. 

[0 13 2] 

018, HI 9{C^t*>£«lcH2{C;f3tf S-T^K-f X2 0 0<OffifPfl|S2 0 5 
O^I, ^flJtC^^EU^f^^^ai-XgPS 0 0 ©#13I$:^LTV*£„ 

$&n#,&-e, *^y-f >^7i-^g|53 o o©x^-#x u^x^©^»(i. tfi? 

-77^: 0 (#^) , ^^71*^77^: 0 (ftft) , ^r-f71t«;h 
•7*5 9: 0 (*t7h) ©^ffiT-feS. 
[0133] 

ffllfflSBu f/^^i:St^^fe^T'f7!i)^f'f7i-Cfel>ri:S:S 

ft-rs (S20D . Tmm^&mfeztifetTj rmmcm^<m^ 
mmm&z^&TJU 7W©««»#g(c«csv^Tfr*i£o 

^>^-7i-^tCjS«-r-& (S 2 0 2) „ 
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[0134] 

^u-f fflmmfrb<b*T-{ nig^3v> F&sft (S2 

03) -rsi:. b^x^cDtr^-^v^&i (try-) ic^jgL (s 

2 04) , ^f-f 71 ICMI/T^f -f T 1 (ID) ©i&ffiLn7>K 

SrSt-fl (S 2 0 5) U S« (S 2 0 6) 2<btC. §fL-fe)lf^7 1© 

71©'JXhi: CD £1^7 (S 2 0 7) ^-£„ y **-5/h > «J * Mi 

CD U £ K 35 V ^ T * =E 'J -f > # 7 31 - X tC £ V * T ^ Ift IC « oT II £ 3 . 
[0 13 5] 

£#1 Dfc— $rT£ I DA'yx httnc#:fi£L& fro gi^T-f71 

sty jk-*****^* 7T?«fc<. mmizmrnvsmte*?* tx*$>z>£W%. (s 

2 0 8{C33^TN o) L, Xr-^^U^3r©^r>f71ti77^?:l (# 
SMKMrvh (S 2 0 9) U try--77**£0 (#*£) tcir>y h (S 2 1 0) 

ts„ Sii Dt— z> i Dfry 3K-?r-2/3>yxbtf»icfeofc^ 020 

jpjMT-^fc^fcWjgu xr-y^s 2 o 9 cD*%77^<z>£%ftM&£4?-&-r 

^f-^S2 10-C^-77^IO (#^) iCtyhbI«&H7t5. 
[0 13 6] 

— fflftFglHi, Xr-y 7°S 2 1 1 {C;fcv\T, Xf-?^i»tBb37>K?: 

(S 2 1 2) CD«L ^f-f777ytl&«^bt*» (77^: 1) T*&3# 
§(S213T'Yes) fC©»«Jife»fTU (75^: 0) T?&6t§-£ ( 

s 2 i 3t-n o) «, t&mzmT-tZo 

[0 13 7] 

;unftfffib=iv> Kfc* 5 eu-f > # 7 x - x {citfg (S221) u ^ ; e , M> 

4 8 ffllE# 2001-3078073 
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£*-r>f T 1 &Ci£{g (S 2 2 2) U 77^;i/S l J STf-^S^r^ 7 1 ^ 
&5S«U «3^«PJCiI« (S 2 2 3) 
[0 13 8] 

fflflrastt:* *^>r r i izteffiZfttc.?- 9izftj&-tz>y r j Jim*) Stf-^ 

;i/S:S# (S 2 2 4) f-^^S^v^^D y # - /\°-^ yi/n>- 

5^-^/1/ (B PT) a>«*ffiL«3a&S6ff (S 2 2 5) U BPT©t^h37 
>Fil. B PT£*^U >f >#:7x~XlC^M (S 2 2 6) BPT^t^ 

[0 13 9] 

zfuy 9 • a°-^7 s >3>- *r—rfr» (BPT) co-fey hnv> B PT 

&S# (S 2 2 7) -TSfc. ^=EU>f >*7x-X»4, X^-**!/ 
5**#CD.lf»-:79yfcl (t?>^-) IC-fe^h (S 2 2 8) U BPTCWf 
x^flOSIfx^l (I CV) 4«iK i c v_b pt S£« (S 2 2 9 

) tSo 

[0 14 0] 

B PTtDftBE^xy *fflCDSc«^xy (I CV) £/&fitK i c v_b p t 
tt. ^#>tW XftlC&*ft;*;ft,jkB PTCDI CVl$:M«7X^-i : MK 
icv_bpt£. B PT® I C ViS4«t6lSf©lg»i : IVicvJbptfc, T 
I DE«-5**T£jiW6. ««»tCtt, ftSt^x^ffi (ICV) «|Kic 
v_b p t — D E S (E, MKicv_bpt, ^r>f 7 1 I D' I Vicvjpt) tcg-^ 
T£tfc£;n6o ^CDSWtt. ^f>f71 IDi:ffl»i (IV icv_bpt) <Z>£H&» 
SftKCVX*-^ : MKicv_bpttC <fc £ D E S^E- W<Df&*§r{£jBM&&fT't& 

[0141] 

*C*^U^>*7x-;*H:£j*bfc&*^xy ^ffi (ICV) 4«Ki c 
y_bpt$:Mv^TBPT(Z)ICV , S:£jSU ^ «)B P T«lC»i(ftS*ifciE b VM 
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CVmt<Dm^tW!:M ( I CV = I CV ?) SrUff (S 2 3 0) &i5, I 

IVbpt&fljW £/&Lfe&S^xy?# (ICV) MiKi c v_b P t$:JI^ 
bfc&S-CJcoT^fctl-S., fcfc. B PTOtt&mmtLT&fflZtlfr I CVtt 
, TI D$r-&t?7 i -^lca-r5v\T^$tlTfey, ICVfflf 

[0 14 2] 

ICV* =ICVTS>5S^ (S23 lt'Ye s) it B P T^IE^}&v<-'T : -f 

K#H8WIB4«»K:-fey h U ^r-f 71*91-75^1 (-fey h) ICiryh 
(S 2 3 2) -T^.. ICV * I CVT-*5ifr (S231fNo) tiu BPT 

$:^T-r-5o JW±©^ffl©i^T{CJ:»J, =5 tC-fe y h (S 2 3 3) 

[0 14 3] 

fl (S2 34) L, tTi/'-79f #0 i: o d £ & (S 2 3 5T'Ye s) 
tbt^f^71t>y h77y^«# (S 2 3 6) -fS. «#$tl5^f^71 
t>^77^tl B PTOScS*^VNi:«^$tl-fc#-&tt> ^T-f7 1A ! tttC 
-fey h^tiferi: Sr^tl, -£«tf&<D#-&ttO £&S„ 
[0144] 

mz*?-< T2^■5 :: /wx{c^s^lfc^©J^•7 ; '^T2s^s!^^la^c•ov^T> a 

2 0, H2 1tlV»TB«tfi. ^f^7 2lt H2«:J§VvC8M!l,fcJ: , 5Cs 
[0 14 5] 

0 2 OODX^-y 301^e>S30 4©Xff 7"»- ^f-f7 1 ©Stfg&S 
ICSWSXryT'S 2 0 1 ~S 2 0 4 £|!^T-&.5©-?IB9!£#B&'t&o 
[0 14 6] 



2001-3078073 



#2000-320803 



[0 14 7] 

@2 2(C, ift®^l«##5S;£:ffi^fc;ra2|gIE;£& (IS0/IEC 9798-2) ©M^ 
-^r^^Sr^-To B22lCfe^Tl±, &ii$gBf#2f5S; £ LT D E S £JBv>T 

#64 tr* h><Z>SLffcRb££f£L, RbfeWgaoiDT^SID (b) £A 
(Cj3l«-tS„ ^.4xS:S«bfcAtt, gffe{c6 4 Ify h ©SLIfcR a ££j£U Ra 
Rb, ID (b) ©JKlC, DESfflCBC^-Kt'iKab^V^Tf-^l: 
Ht^fliU BtCjgjt-rSo ItKabti. Afci tfB fglE 

D E S ^M^fc^SSUCiSV^Tte, fcflMtfcRa fc*#M6«»3S*lU DESBgf^ 
ftgBtC;}5V<>T. a b SrfflV>TBff#-ftb, Bf-ifiE 1 ^ttTBgr-^jt 

EURbi:?:Sf««lilifDU D E S Bg-SHfcglHCfe^T. iKabtffl^tll 
#{fcU Rf-^jtE2$:^b. 3£>K. Bf^E2fcID (b) £: fc&fi&ttM 
fDU DE SRf#ftSlHC33^T\ #iKa b&«^TI##-ffcLT£j*LfcH£#:$:E 
3hi:iotIff-^ (Token-AB) 
[0 14 8] 

^^•^{C^-rSltKa b (gg|E«) T*«#ft-t2>o gft^- -ft 
tt, *?\ ^iEi?:ilE»Kabf«§fi:U &»«fcilMffil$i&3a*tibSUR 
Ra^fS. &{C, HHWE 2 £fg§E^K a b T*tS-ff -ft U fffl^ItElSri 
flfiW^Sfnb, Rb&fS. S&IC l«^;£E3£I§fE3f-KabT*1£#fl;U 
*©IS*t:E 2 £flMfB&i&3SfnU ID(b)£#5 0 r -p bT^^tvfc R a . R 
K ID(b)©^*,, Rbfcitfl D(b)#. B #i2Mg fc — iJCl-&2M& 

[0 14 9] 

7£{CBHt, fgH^lC^M-r-5-fe^i'3>^- (Kses) fcSUBtlC «fc o 
-TSo f bt, Rb, Ra, KsesrolC, DESfflCBC^- KT*0ffi^f- 
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Ka b SrE^THHtftU AlZMxttZ* 
[0 15 0] 

rtvSSfilfeAll gfflf-^5:ilE*-KakeT'tfftt5 0 
#©&-iHt#*Stt. BfflS§ftjlii:IlT'fe5. it) LT*§<D*lfcRb, Ra 

^CD^SE{Cilofc«-&, AttB SriE^fc*)©*: LT^gtS. 5>MCffi^«:&& 
LfcgHCfcfc, t^a>^-Kseslt igIE#©i&&ii{I©fc#>©#«^i:b 

[0151] 
[0 15 2] 

i23. 02 4IC*Mfflf;W X^^W TratCfc^ ■5^5^11, It (-fey 
S>3>lt) fttffla^n-Sratt. 023, 0 2 4 {CfcV>T, SI* ? f/^Xffl 
*^U-f >*7x-;*', ^{MA^^-f T2©n> hn-^cfctf -5*0.31 -??;£> So 

[0 15 3] 

*^T2 3>ha-^#Sll&RaS:£f£; (S401) U Rafiit? 
IHffllDTSiS^f ^72 I D^^/t^f X^^EU-f >^7x-^.tCii'© (S4 
02) -TSo -r^fc^fl (S4 0 3) Lfc^W X * =E U > # 7 x. -Xli. § 
Il^f-f72 I D£, :&J8HiI (IV_ake) ©|INffii|3IftHC g a©/^^ 
18fE^tU&Javx*-ti : MK a k e SJSifllbDE S Hgr-iHt&Jlfcf? &o TSSE 
iKa keSM (S4 0 4) t2>„ $"blC, 5=/t-f X * ^ U -f y x. - Xli 
, frfclCSL&R b fc£jft (S4 0 5) L, I V_au t hiRbtSii 

WlliifnU UK a k e SrM^TBgHHfcU Bf#:£E 1 i«U $SWTI§#:£ 
EURai: ZmmWWimmL. IKake 5: fl^TBg# ft btSlfXE 2 
J*U S^tC, Bf^XE 2t^r^72 I D^fcHNlfilftilJiftlU UKa k e £ 
ffl^TflgHHfcLTPt-SfiE 3 (S4 0 6) , S^Lfc^-^E 1 ||E 2 

I IE 3 &^f^72 3>l>n-5(Cj|fl (S 4 0 7) t5. CI I] tt, t 2 -*© 
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[0154] 

r*l£Sf§ (S4 0 8) bfe^r-f723>hD-5tt, Sff-?-* 0S 
aRakefl^t (S4 0 9) £{S-?- * ©tg#fl::£SMi, 

*E 1 *»«*Ka ke-eflMMfcU %5»ffi£Pfil81&afnLSU8tR b ' 
. ftlC «F#:fcE 2 fclgfEEggKak et-«#U f CigStE 1 SiTOl^ 
U Ra' **Kl, *«E3 6BB«KakemU *©*£iHi: 

E2%SHItl»»a»U ^f^72ID' 3 5 UT#e>ftfc R a ' , R 

b* , ^r-f72ID' ©5*>, Ra' fei^r-f 72 ID' ^f-f72 
^Alfe£i®£--lK'rs*tME (S 4 1 0, S4 11) ■rs,, ^©^lEfciio 
jl-^-f 72 ttfVWX&lES&fcW^LTlgfl-tSo Ra' jS&Zf*^ 
-f 72 ID' itM^-* i:^f-^T*feofei:^{i> *iafgSE#£:Bfc (S4 1 

3) bfcfcofcu -^©^©^-^aw&cfih-rs. 

[0 15 5] 

tfClC^-r-f 7 2n>ha-5te, BttfttC«S"r«-fevS/s>*- (Kses 
) £bT©SUfc££/£ (S4 1 2) f •£>., #ClC @24fflXf-^S4 2 1 lefc 
V>T, Ra, Rb, KsesCOMMlC, DE S©C B C^- Kt'BBlK a k e S: 
J§V*T«MHfcU fVW X^^EU-f >^7oi-X(C^« (S4 2 2) fS, 
[0 15 6] 

i*l£SfS (S4 2 3) Lfc^A-f X*=EU-f SW^- # %. 

fgfE^Ka ket'gf (S4 2 4) Z. Z> bT*§£*lfc R a " , Rb", K 

sesCDft, Ra" fiiORb" ^A-f XtfmmLfelbe) t.-3tirZ>fr&U 
(S4 2 5, S 4 2 6) "t^, ^©^HfCiio fA-fX«)lf 725: 

lE^&fcrofcbTfgll (S4 2 7) 2WC*B#&fgfEbfc#|{C{±, -fe * 2/ 

a>*-K s e s fci^ (S 4 2 9) U fgi£^©8^il«© i: b 

T*lJ«$tlSo Ra" fcitfRb" ilft^-* h^-^T'feofei:^«, ffi 
S.mU&!kM ( S 4 2 8 ) Lfc%«DfcU *©^©-r-#iHIS:f lb**. 
[0 1 5 7] 

02OICMU, *-r>f 72 .©§8iB&giCOV*T8il8S:#Btf-g>. Xf^S30 
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2<dv *b tottmm&zmfi (S 3 0 7) -rs„ 

[0 15 8] 

Si IDt-tt5 I D#U X hcplC#:fi£b& fro ^f^f^7 2 

3 0 8{Cj3HTNo) b, 7:r-;5!^l/^i!ffl^f-f 7 2^79^5: 1 

(Ciz>y h (S 3 0 9) U t^-7^£0 (#11) Kiry b (S 3 1 0) 
tS. gfl I Dh— SCfS I D*"J^-i/3>y^ h^lC&ofe^- (S 30 

#uraT*£&v^*<i5eb> ^f'y^s3 o $<Dm%y? y<Dmmtym*m=sit-f 

[0 15 9] 

(S3 i 2) T7^*fMm*mmi,x%% (77^: d 

^(S313tYes) lZ<D&mm*%ifiL. M%S (75^: 0) "efeS^ ( 
S3 13T<No) It jJLISITtS. 
[0 1 6 0] 

h 2 licit*, fflwmz. *^-{T2i<zm-tz>7Tjfrmv¥TT--7 

;m?tffflb=iv> K£*^'.M y$7x.-xizmm (S3 2 i) u *^y-f> 

S^f-f72{Clfi (S 3 2 2) U 77^f;Vil*J§tr--7*^5:/T-f 72A> 
&5i#U ffffffitC&fll (S 3 2 3) 
[0161] 

;i/£SfS (S 3 2 4 ) -T-5>i:, -r-:7*;WC3S-c5^T7*n >y ? • A- 5 y a > • 
(B PT) ©8S*ffib*&3I£5SfT (S 3 2 5) U B PT©iZ>V t>37 
>F£, B PTSi^^H T'l-^tCit'd (S 3 2 6) BPT«)t»; 



2001-3078073 



#2 00 0 — 320803 



h#L3l«:, B PT#^&T-&£*§^tC©^Hfi : ;**l, B P T #-fe y h c5 tl€> il> 
T^eon^^^^S^ii^S^, nry^yflPI©^ BPT£#M 

[0162] 

:/n *j V • A- 5 y */a> • "r—^JV (B PT) ©ir y S=iv> Kfc, BPT 
*fflfflmfr'o%m (S 3 2 7) tSi:. ^=EU-f 

l/y.9<D^V-y^if^l mV-) iZ-tyh (S 3 2 8) U BPTCDBScS^ 
x-yi'Moatf lyi'ffl (ICV) t^»K i c v_b p t (S 3 2 9 

) 

[0 16 3] 

BPTfflSSfi»y?fflffli!(lfi'yi'f (I CV) £*£®K i c v_b p t 
It. fffif/HXfiiC^S!l3itxfeBPT©ICV«S:4^tST7^-a:MK 
icv_b P ti:, BPT©ICVH££f&f5BiF©:£08Ht: IVicvJbpti:, ^f-f7 
2 I D{C*t5^T£j£-f £>. JWfcttKlli, iSSfi';?i (ICV) ti»Ki 
cv_bpt=DES (E, MKicv_bpt, • f-f72 I D" I V icvbpt) (Cg6t5 

v>T£j£24x-5. ^f-<72lDi:DIf (iVicv_b P t) ©#ffi 

[0 16 4] 

*IC*«Ei.M >^-7i-^«^bfcBJcS^xy (ICV) MiKic 
v_bpt£ I Vbpt&Jg^TB PT©I CV &£j£U B P T t*UC|&3«2 *l 
feiELV\ I CVffiiKDfig^a (ICV = I CV ?) &Jg*T (S 3 3 0) tS 
. fcfc> ICV <DSif&Mmi$. tffM©iai 4T-SiraLfcDE S-E- KlC«t5^ 
T. «Jffi«I Vbpt&ffi^. £j*bfciME*-3:y*« (ICV) £j&gSK i c v_ 

felCVlt ^7=-f T 2 I DS-g-tf^-^tca-rJVNT^StlTfeU. ICV© 
^xy?«, BPT©r-3!*S©fSffl*i5;e)f. ^r-f 7lt©iESftB P 
T, •T^fct.flfi©^^^ Ticntr-snfcB PTT*&v^i:©1£fiE%SiE;?a$g;*.-S> 
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[0 16 5] 

ICV =ICVt'$§S^ (S33 1t-Yes) it B P T^IESS:;* -r-f 

(S 3 3 2) f •£„ ICV I CVt'feSi^ (S 3 3 1 T'No) It. BPT 
Sr^T-f-So SA±(D^M(Dmr tC«fc»j, fcf S?- 75r ^» 0 (C-fe >y h ( S 3 3 3 ) 
[0 16 6] 

f(S334) U \ZV—~7 *5 iftfi 0 i:4ofe3t Sr^ff (S33 5fYe s) 
tlt^f-f72ty h75^S:«# (S 3 3 6) -TS. «#£*x& * "f-i T 2 

■fe >y h £ £ fe^tl . ^©ftS©»-£« 0 i: fc£ . 
[0 16 7] 

(•5=- ZvrA ;i/gE*ffi 

ftgM^U. ^gM^y (^f-f71, ^f-f72) ©^-ftl^lC^^tlfcT 1 
[0 16 8] 

^-^OD-fe^^TKl/X (S (1) ~S (k) ) (S 5 0 1) U 

>f 7x-;UCJfc#Lfe-fe? * S (i) «»ffiL3V>KS:)H*aifll (S5 0 
2, S 5 0 3) Jl^HV^i-Xtt -fe**S (i) l»ffibnv> 

KfcSfl (S 5 04) tfti:. ^-79^*1 (lf5>-) (S 5 0 5) 
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U gf§-fe*#S (i) Wl^t'J*. ^gP^=EUT'fe^.^5:f!)^ (S 5 0 6 
) U M^tVT-fe^S, >lf-f71Wf^72ffit<yh77Wl ( 
*5*<f TA^S6lC-fey h^tiT^Sr tZB-?) -C'&S^fcWje (S 5 0 7) b 

(BPT) £#figbT\ BPT^ajL^ttfeSt^^S (i) &^»ffib 
f^M«^ny*hbTtggbT^S*?:¥!j5t (S 5 0 8) BPTlCg^ 

ffi bfpBr^n * 9 ©»i£#*s»£ictt, «e v fr<±,mmv 9 #©■?- 9 & 
a*#ffi-r (s 5 0 9) . 

[0 16 9] 

©5 s - #T* Xf5»^S5 0 7, S 50 8ttX^>^t«. 
S5 0 7, S5O8©WS0ot*Sl^, -tfc*>*>-fe?#S (i) ?:fgil 
fe)tf-f7©t7 h75^1 TJftV^W, BPT{C-fe*#S (i) © 

tt»ffib#iF^tfflg£3ftTvt&^4telcti, Xff 5 1 3 icit*, M*ffib 

[0 17 0] 

50 6-S 5 0 8 ©¥3/6:7* n y 9 tCfcV^T, *fft-fe ? * S ( i ) © 

mfr&L&mfi'zitmfezfr&ii, *t vfrp>mm-b9 9ffm&mzn. ^99 

S5 10) S*u MytTEtfJft&bfe (S5 11) rtSiBU f8»lfibjt*^& 
77^S:1 fC-feyhb, K»fKblf*«A<y 7rtC<feW (S 5 1 2) b 

, lfS?-75yt0 (#«) iC^g (S5 1 3) tS. «yiTiEK:$ettbfc«-& 
tt, K»IBl**75y*0 KttJfe (S5 13) bT«tSS:^T1-S„ 

[0171] 

tWHWi, XTf7"S5 15~S5 2 0i:JBV^T, «'H>*7i- 

T##-r«»afei*yiEbS6ff u -r^x©^*ffi b*f*-t?# *&k&vt-&, 
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[0 17 2] 

£„ 02 6lC5t-T7n-«. WaJ^^EU, ^SP^^EU (^r>f71« ^f-f72 
, £M*^A-f XWfRMM, *{Rl7t)^A-f Xtf>*^U-f >?7x-X©jMT'$ 1 
[0 17 3] 

*£D (1) ~D (k) fc-fS. M^PSPtt. ^fclC&^-^D (i) <Z)*#ii^-fe 
(1) S^Ut, jl^y-f >^7i-XtCiz^^ S (i) ftJi*3Y 
>Ffc> ^-#D (i) ZmikSkm (S 6 0 2-S 604) *=£D^># 
7x-X&, iz*#S (i) *£&*=rv> KSrS-fs (S 6 0 5) "TSfc, \fV 
-77^11 ICWLfc (S 6 0 6) U &m-t?*S (i) #1*135*^ 

UA\ ^gP^U 'Trfc'S^S:^ (S 6 0 7) U ?l>gP* ^ U * 

T'fe-S^SrW^ (S 6 0 8) U t'^77^1 T'*Si-&lCtt 
. Sf.C7D«;i'A-5>r>a>'f-^V (BP T) &#Mbt, BPT#» 
£&**r#IT&6iz?# S (i) *m%ikfr^ftM.-7uy V ULTWtfeLX^ 
ZfrZWfe (S 6 0 9) -tS, B PTlzm%ikfrft~*S-7UV V <DWtfetf&2>W>t? 
ICtt, 1z9&izMfoVTWtfc-?2>m>)mJE&^Z£.m (S 6 l 0) U **#S 

(i) (c^-^d (d tmvisiEn^z&^Ti&mzmgxL^ m^Th^m^ 
y^yzi (c-fe^hL. w-y^rzo mm) izmm (S6i4) 

[0 17 4] 

^©•^ii^^ST-feS^^-iix Xf'y^S 6 0 8, S 6 0 9 ttX3f>y 7°-$-&. 
7f>y7"S 6 0 8, S 6 0 9 CD^Jje^N ot$51^ fto^^f-f 7©fe»; 
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h75^1T'*^f^ Sfctt, BPTtC-fe^^S (i) (Dmg&frfrBStfB. 
SStVTV^V^-^Cte. y^r V ~f S 6 1 3 }Cii#, - £ L T«£ 

ii*^7 9y&o{c-fey h-ts. 

[0 1 7 5] 

M#PSBtt> Xfy^S6 16~S6 2 0C£^T, ;* =E U -f > # 7 cc- 
77-f )\,mvmTT--7jv<z>^.%i%! ! mzmfi (S6 2i> u jsifbt^r-f;!/ 

fJtJSTr-^S:3!i3Y> Kfc £ felc* ^ U -f > # ^-XtcitM (S 6 2 
2) U ^^'J'f >^ 7i-Xli3Y> KfC^o T y 7 *f fl>f8J U Stf-^ffl 

#a»a*M&^ff (s 6 2 3) ts. 

[0 1 7 6] 

*WfAt«)3>f> > V W*ffc©«/.h#ffii:bT\- -fef 
h (DESODi^) JfetJ16;t-{b (hU^DES (Tr iple-DES©»-£-) 

V ffim&T-*ffim* ffi'PZikXL $.??.£ left HJBJtifS: b<&^„ 

y t- A & i# o £ -5 & S/ X -r- A © » (C 7 r W ^/ S' X ^ & #■ m & ^ X 5: ft 
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[0 17 7] 

iz^U^-f 'vy 9 (07#M) ^^r-i T© l v 9%>t=. <j© 

•fe * #£5:Mic*fJSt- 3M#©g|ff fg&l&SftU itie> £«-te * # {C*ff £>lf-S§-ffc 
itLtaMtS (08#M) . ^ICftLfc-fe^ay^-r^^fCDK c_Enc 
ryptedO~K c_Encrypted3 1 #3 2 <@©Bf-iHfcigK c Sr^-To [Encry 

pted] t±. ^4^•? ; ^1-ffl|iKc^Ht#'ft;^^^T^S»!l^tlTv^sz:^:?:^•r 0 

<Dmma>m<?»pfr * * ©^"n y 9 m®.mc£^xmzmffi.vx-£ ? #*ffs© 

[0 17 8] 

02 7K1. 3>f>^®A>y^fS!: LXn>T>yKttfoLX£.!&ZtiZ>1z 

# tCD^fS?:fi^f SHSSt. 02 7 (a) tfjtifCH7&ffl^ 
Tiibfct^a'Jf-f ^y**ft©»f&^#J&&fSB&ftbT^L£0T-&So 0 
2 7 (a) O-fe^n. U^-f ^^^iCli. Kc (0)~Kc (M- 1 ) St'CMfl 

[0 17 9] 

. Zl©M<gCD=I>^>^^-«> MA«02 7 (b) tC^t-±-MC=g- 
02 7 (b) K7K?£olCT-9&fflM^tf7nv?%-mzfrmi$n. &7U-y 

VitZ &{c^it-fe^^(c^ffl^nTv%^ <> Mx-tiUKc (o) &, *^y©=&:/ 

n*/*<Z)-fe?# 0 {C*y»-T55 i -#©Hi-^'ffcHfcLTaj5U iKc (s) 
Kc (M-l) ^t'JC^^D-yi'Ct^^M- 1 fCte^t" £ •?-#©{«# 
[0 18 0] 
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ic<fc vWitfiT-Z (ex. nyf-yv) cDt^fa yf-f tfjg&btis. -r&fc*) 

2> Z. t ti?P ofie T* & •£ T* & £ , 
[0 18 1] 

5-»^l/DE S#aUBS*l*. 5/>J r ^DESt'tt&<, Rff#tiS tC 2 z> 

U±(DmZmm-?£> MJ^DE S (Triple DES) Lfefl£^ffc#/££: 

[0 1 8 2] 

h'J^DES (Triple DES) ©f¥«M£j*09S: 0 2 8 iCjg*"*-. 02 8 (a 
) , (b) Km? «tp(C h U ^DE S (Triple DES) £: LT©«j£{Ctt, 
f^imcW:J«T©<ke>fc2o©M&£«1£#&£. 02 8 (a) tt. 2o©Bf# 
•t&ftV*£:0|&a%-r£><Z>'?& l .K ilCJ:*lt*fl;»I, H2 tC 
, 2 £>KH1 ICfcS^f-f-ft^aWJIitC^ai^^TPo Utt, Kl, K2, KKDM 
\Z2mMm^2>. 02 8 (b) &3-o©l$#tt£ffli^fc#J£:5S-f %©T-&'.K 81 

i fci^Ht-^-fb^a, ^2(cj:€>^f#ft®S, $ e>tc«3 tciSBip#fb«ia©)i!M 

K««S:ff^3IHtt>«f^'fb«fflftfT ? = Kl, K2. K3<Z>jGtC3M 

D E S IC itf* b T -fe * a. 'J 5=- -f 5: ft-k $ it £ d iL A^fg T* & $ . 
[0 18 3] 

( 02 91C, ^^U(C*&«|-r.&^ : -^<D«--fe^^#(CM^«>2o©Ht#il©'<T 
h U^DE Slc<fc&ft#{b&3&^&ofc«f!fc#J£:^-fo 02 9 IC 
atf idle, ^^O^CD-fe^* Ote, |Kc (0) tKc (1) ©2o©^& 
fflV»T h 'J E S#*ft*ff -fe^^stt. »Kc (s) tKc (s + 

i) <z>2o<z>gt&j3v^ h y x;i/DE saiHHfcfcfJfcw -fe^^M-iti, gtK 

c (M-l) tKo (0) ©2^©i?:|^t h I) X;bDE S BgH5-fb : MT& 3 . 
^©a-^T-t), ^yc**** M«T»*y, 02 7 (a) T*5<Ufcit 
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[0 18 4] 

$"bic, S3 oicM^S^T'CO^-^Bf^-fb^M^^-r. 03O&. 
y©#^B';?«)2offlaitSt?^W?: loCHgHHt^ny^fcLT, 2 
OCDH&MVT h U ^DE SBf-JHfcS^T&ofcJgSI-e&S., S3 0 {C^f <fcp 
{C, #yn>yi?fflti'itOhti'^lll ^Kc (0) tKc (1) <D2-D<Dm 
h 'J^DE SRf-JHfc&fl&VV t^^2sttH2s + llt UK 
c (2 s) tKc (2s + l) <JD2o©H$:ffl^T h U^;i/DE SHt^'fbS:^* 
W 2M- 2 £.±9 #M- llt^ |Kc (M— 2) tRc (M-l) ©2o 
©j&SrJB^T h U vOl/D E S Hi^ft&fTfce). 3© <fc O lC«85:©-fe ? # izm^CO 

[0 18 5] 

027, 029, H3 otc^-rM©ffi(c=b, #iz&mm*&mh. 
mm& mm l t«t & /s v *t * # #©b£ & n^-r s t l x ««t * &m 
f&-&nimT*&z>° M^-ts, 02 7, 29, 3ot'ti, zmtmwL<Dm*^v 
#izi&*i}~?$>nf&£.Lx^2>t>\ minus? *mtfM<Dn&, %mm®tzvi <n 

<m) tit, -fe^^oi:^^^ sttiiD@T'Ht^b-rs^<Z)«^i:bT%iv^ 

o &r~&mmm.*L cl>m) tbt, «-iz?#:r£:{c : £<ii&& : &$sc©®i-fey 

MCfcS h y^DE S £igja-r£#J*£ bT%<t:V> 
[0 1 8 6] 

[IZ^iii&W&S^aiy (ICV) <7)#*n#fig] 

3fcic, iz xy^ffi (icv) ©tfinfii^co^TSiif-rs., 

mk^V Z\Z$.tc.tf^Tm®,&nZ>'r-Z\z^>\,'>T. ^(DjEmUZmM-f 2>W>-& 
, — fl^cte, n^^y^-^ttWft^&t'Jctff^bfc&m^x^ffi (IC 

[0187] 
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Lfc-fe ^ # I*©-?- * SrUHK-fe * * Jiff* * 3 i: & *J 

$e>&c. rji&o i c vf i y * fewweff ^ i:** 

[0 18 8] 

fSfe^ t{ri«CICVfeKSU f ©I C VS«fifiS:if-^I«tS 

S;|xTv*Sft*«IK«fcbfc. 5t*a$»ci CV^f<Wi:m 5 s -* 
fiCI CVftB<M#&<&9* 5 s - <*H«Tf«*. 5t 
I CV$:«< d £T% ^-#SP£ I CVG>«y#W • ^-***Sft3SMF 

[0 18 9] 

-&tt«»»2 0 5 (H2M) /vcoRjS&SSfxbfcV*. 

lCfcfc> ^^U>f >*7a:-X»3 0 0ICfeV^T#-fe^*0)I CVSrtfJtbT. ft 
[0 19 0] 

fcfc. ^^^-eiCVSrWtS^b&lf^!:, t^aUf-fM^ (Secu 
rity Header) JCfaizB b T jf^*t^> e 3 <D«J&&Co H7©t*a'Jf-f 
^y4r«J««)RW*K:3RbfeJ:ilC, t*aUr-f ^*;^©ICV75y (IC 
V Flag) :/Oy #1*0)12 (32-fe##) 7 ^ ^ 
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<D&1z9 9<DI CVtfiil • JMWDfeS*"*- . «*tf0 : ICVfeU 1 : ICVfe 
[0191] 

&*9 9<D?-*mma£.K*k9mtit*m3 1 tea*?, hsi <a> ©j^c 

.ny^#tt««K:^f!IUT*«[a*l*. (b) IC^T*?^ #-fe^*tt^-f 
X©77>f;i/^fAICj:otiT-'!? (ex. n><r>y) £ l/Ttt<Mk&tl 
5 1 2**V*fct 1 0 2 4 rW h 'toy*- 9 MV&U yy^JVt/^Alz 
iotBK**&ftftV>ECC (Error Correction Code) ^ODff $g£*&*ft bfe 

JE*« 4: Jc i o Tfl|j&£ tie o 

[0 19 2] 

CV) £*&*fti-£ 0 
[0 19 3] 

[0 19 4] 

9<D&&mmZft$>o I C V*x.y9W**V4 >97*-X®K.Xfit> 
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[0 19 5] 

[ * -r -f 7 ft ©fgg'Jgtlc i £ n >-r > f gt©«#*Q.Jl] 

a.Vr-f ^v^iZlt. -fe^^M(SODBf#^i:LT(Z)«SS[©=l>-r>^^- (Kc 
_Encryptedxx) , fii^H^f^^f if ^tt4^H (K i c v_Encrypted) 
#fl£ ^it 3 *lT «» $ tl X H 3 . 
[0 19 6] 

^^EUgi$3 2 1 (04#fig) (Ct&i?l2*l,T^.5SE;£gtKd i s ttCioTHgHHb 

LT&fcft-f ■S^J^tf&So «AH K c Encrypted 0 = E n c (Kd i s t, 

Kc (0) ) T'&S. 3Z1T% Enc (a, b) tt, b5:afB|fftLfef-^ 
T'feSri^t. r©J:e>lC, **l-?*UDMfc7 s rf>r ^©BBiS^Kd i s t £ 

[0197] 

T^^-f 7 2lC*&*fti-£:3>^>y{Cgl^3:3>^>y3f- > I C V^ffc^fcHif 
#ffc-f ^r-f72 ©El^jiii* rrT'tt^f-f 72&#®K 

s t o ?:ffl^TBir#'ftbfc3>^>^= 3 r-, I C V & "fe V 

[0 19 8] 

^f-f7 2ffi#iKs toll 0 2fC^bfc i^tC^-^'f 7 2, 23 0ffl^f 
-f723i'hD-723 1 COrtgP^^EU 2 3 5 {Cf&MStlT V>-5o tot, *-r 

7 2^#^iks t o z&mbf-nyTyy*—. i cv^mcDm^mm. 

'^Wmi-i*?* T 2WT*mftZti2>o ^f-<7 2 5:8ilfeT;Ux^ 
-f7 2©n>7 : ->^*iJMlc^b> n^^y*-. I CV£j£gt£Jfc#, 
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, rne>&CBC (Cipher Block Chaining) ^E— K"?®S"f"2> i: Sr'STHBi: L 
[0 19 9] 

@3 2iccbc^- Fiz&ttzmvmmttiimmf&zm-t . ::©ni-sHb#uitt 

, ^^^T2©Rlf#^aSP2 3 6 (i2» tc£v*T&f?3*lS. MM^U 
2 3 5 (C^MS^XfclSD^ittl V_keys£ > ZIZ/t-Z/V =f- x. V 9H&f&mK i c v 
_conti:©#flfil&S*nS:^?Ls -ecD^S&^^-f T 2 ©|*I8M U 2 3 5 Kite 
SW£*l£&#gtK s t o MffllfeDE SI«9ffi&f?&Vi, f®M*?:Ki c v 
_cont Encryptedi: LT'S^ ^"{CfS^-rs. $ C, Ki c v_cont Encrypted*; 

, -fef * (o) {c*f)S'rs-iz^<5f*riS3>^>^^-Kc (o) L<Dmmmmm 
zmnv. ^comm^^^-f r 2<oftm*=ev 235 vi&mztir-u&mK s t 

o £j^MU£:DE SR|HHbS:?T&VV fCD^JKc ( 0 ) Encrypted*; LtA 
^{CfclfrtS 1 0©^f#-fb3>^>^^r-i:-t-S. £^(C, Kc (0) Encryp 
tedfc, -fe?# (1) tC#JiS"r*-fe**#«=l>T-><5/*-Kc CD tOiflS 
*3*lfc3fcfTU ^(5Mft:»LT«#iKs t o fe««bfcDE SWMHfcfcfr 
ftVV fffi^SS:Kc (1) Encrypted ft £. J^T, r*V&©«a&»y«'b 

[0 2 0 0] 

rkiZ, 03 3fcCBC 5 E-KCte»6dODfc-&&«#fft%iS'*-. ^©tt^flLS 
tt, Jl^-f T2©Bf#^a§P2 3 6 (02#j$) Kfc^TSeffStlS. S"f, K 
c (0) Encry P ted&C*fbT, -f 72©W^€'J 2 3 5C*«|3ftfe«# 

iKst o&ailLfeDES«fM5:^^, ft SM «E U 2 3 5 IC 

*l»anfc*Jffl«I V_keysi:ipffi|fta«lt- SXi:CJ:»J, "fe** (0) IC#JS 
tSt^^M3>r>7^F-Kc (0) 3b<ffi*S*lS. S^lC, Kc (1) En 
crypted(C*fbT. fiS^K s t o JMlfeDE St^lilf&V, *©*g 
*S:3>f^y*-Kc (0) Encrypted*; JMfiflSfa't »K iz * # 

(i) KMrn-tzt* ztifc^yTyvir-Kc (i) wajis. jkt* r 
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(K i c v Encrypted) tCO V^T %Htt®M;fiftftJ§ ^T«T* *J , 

Bt#-ftStlfcn>^->^^S^ai>y ?ffi£f£g| (Ki c v Encrypted) fr^n 

>f>f*Sfif 9ffi4^fil (Kiev) ©^^BT|gT'feS 0 
[0 2 0 1] 

±M©-fe?##f5=i>^> x y3f-K c (xx) £ fcten^-f-^yBfcg^ai y # 
(Kiev) CDBf-^fb, m.^ymte. #<<Z>*£, ^f-f72?:g»L 

fc^A-i x-fr^&zi-vy Ficm-^^xmn &nz>* scorns, f/uxt^f-f 

1 o ^LT-hMwn^^y Ht^ft^a^H^Sti^riKC^ 
•S. «#3*l£:gi (ex. n>5^>^^-Kc (xx) ) SfAVXfc^f-f T 
2HlCfc^Tifg;5|-f SS^Hu ffiSfgEB#(c£j£Ufc-fe>yS/3>3f-K s e st? 

[0.2 0 2] 

®3 4 {C^^-< T2{Cj3VNT, t^fi'Jf-f 'sy ^tC&^ftStlfcgt&DE S- 
CBCt- Ktt^U ^bfcH^-^&^ejlC-lr^^ai'^r-K s e s *m 

fflbtDE s-cBct- F-zm^{t,ir&mmmmz:mir. i3 4ffl±ta, m 

[0 2 0 3] 

3>3r-K s e s OTlfcDE S-CBCt- Kl?©l©#fl:*&JiS:^f?-f S. 
•ffflMffctlfeSEO-SEM-l : Kc ( 0 ) Encrypted— K c (M-l)E 
ncrypted&^W XICjH«-T^ 0 f^UXilt'll Sfc L # ?!IK c (0) 

Encrypted~Kc (M- 1 ) EncryptedtC O I^T . ^~r^( T 2 £ ©ffl2fSSEB3HC£ 
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J&Ufc-fey is a y*-K s e s fe^fflbT, g3 3 t^i©DE S-CBC=E- 
K-e©ffi#^0 ! aS:llfi : i--5ifc{C<k»Jn>5 i >^=3p-K (c) SMtS^t^ 

3>-?>^*ffi^3i^^ffl^^gi (K i c v Encrypted) (Co^ttli 

[0 2 0 4] 

[Bt^-fb^- * ©f^ffi b*tL3] 
03 5JSAT©7ti-S:M^T. Bf#-fb$ tlfc-?— # ©;* -^-f Tfr 5>©Ss#ffi b 
»3BCD»IB.&BiWr6. -r-#©B&-!tffcJS«Ui, _hxEbfc<te>tc-fe* 

(C V » X& WIZtA << X ©fflTO, **ttf;H X CD * U >f > * 7 a: - * ©« 
[0 2 0 5] 

s7oi) „ redact, Kr^©02 5©7T-r;i/K*ffib«!!a7D-{cseofe 

MSi: bTUff^ti-So #c{c\y if -fey r-nv> K£> i^ffiL^'y^r-f 

fl/fe^'E'H >*7a:-XK:iHt (S 7 0 2) 
[0 2 0 6] 

* J Ey^f:v#7x-;U;fc'\y hnv>F$:S# (S7 0 3) -?Z>t. V. 

2^-7^^5:1 (tfS^-) tC-fe>yh (S 7 0 4) b. #© &® ^ X v V fig ( 
I CV) £&5E (S 7 0 5) -f •£>„ <^-y*t(D I CV^x^^li, 5fcfC0 1 4 fcffl 
^T§£t8bfcl CV^^SlCjSV^T. "fe^aU^-f #&M£f£^K i c 
v_s hi:. ffllilV s h 5:aMlTA7 ^©i^f-^iAAbt I C V 
££j£U SALfelCV £.^tbs\y#lz&M£tit=. I C V i: ^Rg^-TS^a 

[0 2 0 7] 

&fE(cJ;»J/\y#afc®&Li:¥!J5£ (S 7 0 6) ^ y #ft©*$jfr U # 

>5r-i/3>l)x h • A-i?a O-efcv^J&^s: y * (S 7 0 7) #1 
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rff^r — i/ a > U X h • /t- s; a > & 0 h L>T. «£ft3B*0>IRJC y /tf>r- S/ a > 
[0 2 0 8] 

M'rei^^^*v^(Z)T^^^^S 7 1 Oicitt*. A-^a>A^OT^i:tlj: 

&V^£^aiy* (S 7 0 8) U"£^«^te. S 7 1 3 &Cit<Z*. A y h 

ffc^^feO (NG) JC|g€bT^a5:^T^^o ir y h <**lT^£> y 
S/s>y* 4f0>jt-5*s> J: y*<ft»*ltt* Ts^v^S 7 0 9 icit* 

vy^r-fe^h^^^^^O (NG) ilbTM^Tt^o 
[0 2 0 9] 

y /K>r— >a>y x McS^ffiL>tf^n:v^> x y I D#ffi»S*iTv*fctmfcI 

iBt Lfcy *r^r-s/a> y ^ h-es>s 0 

[0 2 10] 

^*StCSM-r^Hgf-S"gt^bTCD^(Z)n>^> x y*-Kc (0)~Kc (M- 

i) 3V»*ftanT«nfta*iTv^*o 'n>^>*y<z>**^xy*« (ic 

V) Z§i&?Zfelto<b^>T2/y**y!?m$if8,mK i c v_cont%HjF*flsS4x 
[0211] 
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3>f/^-Kc (.0) — Kc (M-l) S:ttft6fia*^5i:ft&. 
[0 2 12] 

03 7 JC^-^ft^^^H >^>^/^r-K c. 3>^>y^:ny ^ffi£/&gtK i 
c v_cont<D8Mf«3:7n-&^ o H3 7©#Xf ^^t)V^T*StS. 0 

s 2 ocfiv\Ti6#Tan*. 

[0 2 13] 

g (S801) U r£ic, ^^y<DBlF*fb7 3r-vy h*-f^ • 7Y-^K0S 
^tfO^Sfr&Wjfe (S 8 0 2) t6. Bf^t7*-y^htf0t$SS^H 

-g-ftn>^> x y^r- (K c_EncryptedO~31) Sr«-^*MMCt 
[0 2 14] 

1 (hiJ^DES) #0 (^>^I/DES) -CAS^fcAJt-r*. ^>^>D 
E S V$>£>W}&\t.* Xf 7^S8O5tlO(Z)0|fftn>f> v y^- (Kcjnc 
ryptedO) bTjDit, hU^DEST^ft^t 

S 8 0 6t«a©Wft3>f>*;»- (K c.EncryptedO, 1) 4: 

[0 2 15] 

tt, Xf^^S 8 0 8t% * a EU»3 2 1 (04#I) K*H»S tlfeBBiSlfit K d 
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[0 2 16] 

v_cont£:. l«J:<£n>^>y T 2<Z)ffi#ttK s t o (CBC^e 

-F) -ctn^-i-a. r©«[»«a©»iB»i. ®3 2. 033, m3 4*m^xm 

[0 2 17] 

tty-fS 8 0 9 KLiStfS* -r-fT 2C^)«#^JCj:^Bt-^>fb3>^> x y^a:^ 
^«4S»K i c v_conti:. 1 &Ji(Dn>^yy*-K c <Dm^$m\Z~D^T 

[0 2 18] 

*^y>f >#7^-x\*. wttmr-zK (o) ~k (n-i) m 

mt^iyryV^^V ^I4iiK i c v_cont£. 1 J^JtOO^^^^^ = 3 r~) 
S8S(S100 1) U CB Cfi^*Jlft3V> FI:^f'f723>ha-7 
*Ci£«(S 1 0 0 3) U ^f>f72 3>hn-7«IVKeys?:l/^^l: 
(S 1 0 0 5) -r-g) 0 f(0t> ^=E^>^7x-Xlt «-«t&JK&3Hff 
(S 1 0 0 4) U ^f^f72a>hD-7m*f*T-^K (i) ( 
S 1 0 0 5) i*^> 0 
[0 2 19] 

*i:^f>f723>hn-7lt gfllfetMtf-^K (i) ic*fbT> 

^f-f7 2©«#«K s t o fcJS^fcCBC^E- Ktc J: *«*«3lS:^ff (S 1 

007) u awsnfea*?-* (ex. «»<z>iz*#^isn>^>y*-) & 
m# cs i o o 8) -r^c 72n> hn-^tt. fe^mT-zm*. 

**ft«at«fTb, ^-##JK' (i) &£J*LT, *e*S:^>f^K:3a6« ( 
S 1 0 0 9) t6„ X^^^S 1007 — S100 9 (D^Sti. $fc&c8ft9!b£0 
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3 4fflDES-CBCt- KtC.fc&fliStCg-^Vx-tHfi^tlS.. 
[0 2 2 0] 

XCD^U-f >^7i-XH HK&K' (i) £§«b> f^T©^- 
# Srgff bfeZL^SrStSS©^ C B C3H7nv> KSr^^-fT 2 n>hn-5tc 
^7 I ^T2n>'hn-^(iCBC^T=i-7>K©SMtc«fcy 

Sr^ur (s i o i 4) -rs„ 

[0 2 2 1] 

rA-fXO^tU^^^i-^tt, ^^UgP3 2 1 (04#M) tc^bfc 
fcJWffil V_keys£Jgvv 7 2 t©«lSSf y i/a >^f- 

Ks e s?:afflLtCBCf-Kt^f-f72^(,SfbfeK' (i) £|g-S§- ( 
S 1 0 1 0~S 1013, S1015) f5„ ^.(D^mMit. ftlzmfflL t=.m 
3 3©f«i:llll©^iT'S>S. 
[0 2 2 2] 

-Kc, 3>r>7f-x>y?iM«Ki c v_cont^U *l it £ 
[0 2 2 3] 

3fclC03 Bl^fc7 7>f ;i/©^*mb«ia©^#5:fiWrS„ JiiE© 

i«^«axff7 r 'P*S7f77'S 7 1 0 5:il7tSi:> X-^y/S 7 1 1 {C 

yhU If^-^^&O (S7 14)tt£t«. n>^>y||*fflL 

[0 2 24] 

— 2f, fflffffilltt. %7-v7S 7 1 5W- i!Xi*ii|l3V> Kfc**ED 
-f>^-7i-xic^#b> XP-y^iTtfo mm) (S7 16) T'fe'J, 
^t>yh^75^1 («3») (S7 17) t*ofcrt?:Mi:tT*fflJ!t 

a (hs 6) cjttf. 

[0 2 2 5] 
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03 6<DX-5=-y:7S 7 2 1 (Cfc^T, f60$IgPli, 

^I^itibfftfflnvf^^??^^©*^^?^*^ (S (1) ~S (k) ) 
[0 2 2 6] 

^U-f >?7i-^lt ir*#S (i) M*|fJb3Y>K?:Sfl (S 7 24 
) "f&i:, ^^--y^tf* 1 (tfS?-) {CiS!5fe (S 7 2 5) U 'xy 40&3>7^ 
^#1 (JE&#) T-*..6^t?:^# (S 7 2 6) i: lt^f>y ^tCffftS. ^ 
7^*77^1 (J&#) T-fc^«Hrtt, X^^^S 7 3 8 (Cit^ IS^ffib 
jfcfcr^^&O (NG) fctt^a^TtS. 
[0 2 2 7] 

A7^75^1 (ffr#) Sf§"fe?#S (i) tfF*^;*^ 

UA\ ^gP^UT'&.S.fr&iffl^ (S 7 2 7) U ^gP^^E U T'feS»^«> * 
T 1 fr;*-^-* 7 2©-fey h75^1 (*7^ T tf^fCiz y h3*\,T^£ 
rilfcaVf) -efe-S^&fJ/g (S 7 2 8) U ir * h 7 =y ififil T~$>2>m&lZ& 
, 3 &(c;/n>y t/3 > • 5— "7 to (BPT) S:#Ibt, BPTtffg 

*ffib*f^-efes-fe^^s (i) ^S^ffibW^^n-y^hbT^ebT^ 
•S^Srfflfe (S 7 2 9) f5, B P TtC^E^ffi bW'HJ'T/n >y # ©USS^fe&S'ra' 
tCWu ^gp^^UA^SS-fe^^CD^-^^^^ffi-r (S 7 3 0) „ 
[0 2 2 8] 

<D'f-?T°2b£>m&&> ^Tf7"S 7 2 8, S 7 2 Stt^^-y^tS, ^"rvzf 
S 7 2 8, S7 2 9©fl^NoT-«)5i^ rt&fct.'fe ? # S ( i ) &&*ftb 
fe^r^ 7©t>)/ h77^1 t**^, BPTtC-fe*#S (i) © 

SE^ffiblT^tft^SftTV^V^^-tCti:. X-r «y ^ S 7 3 8 fCii#. 

x9-i:bT^*ffib^7^y^0{c-fe^ h£*i5„ 
[0 2 2 9] 

XT-vyS 7 2 6~S 7 2 9fflflg^D'y7iCfi^T« # # S (i) © 
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S73 1) S*u SlUiTIEtf^Lfc (S 7 3 2) 3 £ SrSHg-TS. 7*lC /\y 
(ICV) lZ£2>y}.mftMiX*2bZ>fr*:Wfe-* 5fc{C03 1 Srffl^TI&iS Lfe J: 

[0 2 3 0] 

I CVtC i5ttfi»; ?©#f#re&&l§£-te> Xf'^S 7 3 4 (CfeV>T. 

7 1 0©^-§-^aiC<fcoT#fc3>^>^^3i>y ^fit^^K i c v 
_c<mtt. IffiCl Vc o n t fc«J§L**f-:c<5» fr***"?--* 
) S:A*bTHl 4«:ffl^T«WbfcI CV4«ftaS:S6ffL, ICV 

[0 2 3 1] 

I CV^=.y>7{ZJ:V&mte^£Wj£-2nZ>£.. Ts^vfS 7 3 7 tCjft^ ^ 
[0 2 3 2] 

IWfPgBtt, T.'rVfS 74 0-S 74 6 lCfeV%T, ^t'M^jl?!- 
■7 ? if ifil t bTt*fflLf- ^&^>y77*^*»Jffi lt« 

£311 * ffi t -fe 9 % =f - # IP £ 7 y -i )V £ flfjft h X m M m 7 t" £ . 
[0 2 3 3] 

03 6©X5=-y7S 7 3 6<D'3 S -*||J«[-&M<O*0&H3 9 Srffl^TSilB'*- 
[0 2 3 4] 



ffiU#2 001-3078073 



#2000—3 2 0803 



) £*t£> (shod, *icf(ot?ii#i»*ft#* , e*6*S:fiy 

* (S 1 1 0 2) "T^o iCD^i^^tt. t^a'Jf^7 # (@7#1) (Z)fflf 
■&ft7^^ (Encryption Flag) ICS^lNTftfft £*l£>o «F#fc2*#^JB: V*»-& 

y*~*?v YZ^^^x-vZ (S l l o 3) t§ a ZLtUiizSr^y^-f a.^^ 

ftcDBif^-fb^^-V^ h#>f:/ (Encryption Format Type) (DWL& 5: ^ ^ y V 
[0 2 3 5] 

0g-5Hfc:7tf— h#>f:/ (Encryption Format Type) CO|2Sffl*^ 0 (D^^lt 
1 1 0 4lCfi^T. Bg-iffl:7;i/rfUXA (Encryption Algorithm) CD^lIS 

lo©3>f>n-Kc (0) &a«bT«»ftn>^>y©1l[*«aS:*ff 
(S110 6) t6, hU:7>l/DEST?**fcW£S*lfc«^l*, 2oCDn>5 = - 
m-Kc (0). Kc (1) SIfflLTWft3>f>y©**«IS*<J 
(SI 10 7) t6„ 
[0 2 3 6] 

— XtV^S 1 10 37?, Hf7*-V*; YZ4*Z? (Encryption Format 
Type) (DWt&m&l <Z>f§£tt. #"fe * * KU|3te&«tfefflV^fe«p-&^MSfT&o 

(Encryption Algorithm) ©fljg £fr& "5 . Bg#ffcT^/^U XAtt> 
;i/DESA^y^DES (H2 8#I) ^SRgLT^&tiCT?*^ 

;i/DE s-e»*tW3£a*ifc»-&tt. (s) K*tjSLTRJtsnfc=2> 

^>^^r-Kc (s) S:#^^4rK:a«LTWf#fta>^>^(0*#MS:lltf' 
(S1108) tSo hU^DEST?.*Si:flljea*lfc»-&tt. 2o03>f 
>^3f-Kc (s) , Kc (s+ 1 mo d 3 2) Sriiffl IT^t * # #C7)Rg-$Hfc 
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3>f>^©*#ftlS:*ff (S 1 1 0 9) iT£o 
[0 2 3 7] 

y^S120 1-S 1 2 0 8H 039 <D#X^ y^SHOl-SHO 
8i:Bit*fe§c X^V^S 1 2 0 9-S1211 ^03 9i:tt^fc5, 
[0 2 3 8] 

XTVZfS 1 2 0 StCfc^T. it^fty U X2*tf f> U^l/DE Stfe^t 
EDeSJlfc*^ Xry^S 1 2 0 9ICfiV^t?*No. (s) SrffljtU s 
#»JJre s = s - l«)38ffft*fj (S 1 2 1 0) U &1z#*izm 

fln»?:Kc (s) , Kc (s + 1) tlthUy;i/DES{Ci:^Ml ( 
S 1 2 1 1 ) SrHfr-r^o 
[0 2 3 9] 

Eil-t. ^#ft^nT*&^$^^^-^CD«^aS:#e)B^3S^ 03 5- 
[0 2 4 0] 

Kfi V^T£«tt-r^>f XCD«»«P. *I«fAVX©^^ U >f > # 7 oc 
[0 24 1] 

13 0 1). 

[0 2 4 2] 

^^'J^>^7i-^liA^^3V> K£SfS (S 1 3 0 2) ^€>^. If 
79^*1 (*5?-) IC-feyh (SI 3 0 3) U SfA°7^-^^ffM 
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pg-CfcSfrSrWJfe (SI 3 0 4) -tZ> 0 * =E U -4 >9 y^-%\t. ¥#>^y #IZ 

-*#KJfe-fflB*HftJBATV^*»-&a:, ttv?S 13 1 0 lc*3V*T A^y 
«flWr^9y«:0 (NG) CR*LT«I*»7t*. K«/*9*-*#*F#« 
fitfeSS^lt 5fO>*»UaK^r-S/a>U^h^-S^a>fcOK:Rjfe (S 
1 3 0 5) U U/K^-^.a>y ^ h(D##MT<©^~*^a&^IB^t-^o ^ 

[0 2 4 3] 

> ye * *k s« a > > y k»m^ ^fsMn s ji*^ ^ s u - a y v x 

^«#»^ffib«La^£V%TS8fJS*l*X'5 1 y^S 7 0 7 — S 7 0 9 tB*©U 
[0 2 4 4] 

Xf7^S 1 3 0 6lCj3^T, A7^«»iC^^tn>T>7^-K 
c. 3>-r->^*SE^xy ^ft (ICV) 4««Kicv_contS;4«/lf«ft 
t§ 0 ^f^S 1 3 0 6(D3>f^y^-Kc> n^^V^tSfefit^aiy 

AttK i c v_conts:^^ m^mmonmzm* s \z^ir 0 04 3 oasis 

[0 2 4 5] 

£1\ Wf-^ftn^^^y^aiy ^«4«§tK i c v_contSr. «*.ttSLRKl« 
rJV*T£*U «P"^ft*f^^b (SHOD, /\y#<BI*^ffc:7*-V 

* K*>f y • 7 4 -ft K©Rfc#OM?*>*fllje (S 1 4 0 2) f £«, Bff-$Hb:7 
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KlRjfeatlfen^T 1 ^^*- (Kc (0) -Kc (31) (1^#gfc3 2 0D#^) 
[0 2 4 6] 

x^-y^S l 4 o 4T**t^t:7*-vy h#OT*&ftfcW)iS*ifc»<&B:, x 
tti (hu^;i/DES) j^o tfjvD e s ) -e&s^&wje-r*. ->>^ 

;i/DEStfe^l Xfy^S 14 0 5f lo©n>f^*- (Kc (0 
S 1 4 0 6TSS03>f>y*- (Kc (0), Kc (1)) &4«ttfiSf^ 
[0 2 4 7] 

K5££^:n*y *U I2fe#2 ££&3 (^f-f7 2©«»a>r> > y) T*&v^ 
Xf^S 1 4 0 8T% * ! EU«321 (04#M) lC|&£ft£ tlfcEiSSi 
Kdisttf-^ *f H>r>^f x7^*£^8Ki c v_contt 

[0 2 4 8] 

1 4 0 9T'f-3f, *r&*)*>. 3>f xy?t£jSHKi c v_contt, 

lK±©3>f>^*-S^f>f 720«#»Ks t o (CBM-K) T^Bff-^ 
fttSc i©Bt*fl:«3l©#«Itt ? 03 2, 03 3. H3 4 6fflV>T»flbfel 

[0 2 4 9] 

T.'rvrfS 1 4 0 9 i:feij^^rV7 2 <Z)&#fi^C J; 5 n ^ x *y 

£j&iiK i c v_cont£. 1 &s_t<Dni/Trl/V*-¥L c <Z)Bf #ffc#L3IlCC> VnT 0 
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[0 2 5 0] " 
£"f, f^UXflJffl^^'J-f^^Vi-Xlt ft-^-ffcM&^-^K (0) ~K 
(n-1) (ziyTyV?-*V?M£.f8.mK i c v_conti:, l£Lh©rJ>-r> 
y*-) (SI 50 1) I, ^^-C T 2 h©ffi5fggEB|&c£j£l,fc-fey 

3>*-?:lfflU ^^EUSP3 2 1 {CtS^bfe^Siffll V_keys?:«V%TDE S 
-CBC=E- F{C«fcSBgf#ft#*^-tJf K (0) ~K (n-1) ©If-SfffcS:^ 
U 5 s - *K' (0) ~K' (n- 1) (S 1 5 0 2) T*. dCDI*^ 

iHM-TS. ^f-f72B. ^r-< 7 2 ©p^Iffl$lC^&S5 L/T V^'StDW'fit I V k e y 

s fel/^X^HC-fe* h (S 1 5 0 6) -TS., * -f 2s 9 ^ac-Xtt, 

(S 1 5 0 5) tS. 

[0 2 5 1] 

^f : -f7 2 3>hD-5B, -t'-^K* (i) £g« (S 1 5 0 7) U ft 
bfc^-^K' (i) cjfbT. 5*/t-f XZ<?>mE.nmmz£.misfcl2:'yi/3> 
if-ICioTCBC^-Ktffl^ffilSllIlT (S 1 5 0 8) U, &#a*lfc» 

(ex. ttRO-fe^^^jCn^W*-) (S 1 5 0 9) t5. 

?^{C> ^f-f7 2 3>hn-7»> ^It^-^MS:. ^f-f7 2©«#iKs 
t o Sffl^feCBCt- FtciSBf-^fb^S^H^b, -^-^JK" (i) 
BfcLT, ^S^/WXlCitM (S 1 5 1 0) -T£ 0 X^>V^S 1 5 0 7~S 1 
5 1 0©#UItt, 5fe{CSi^bfcBI3 4©DES-CBC=E- FC J:**fc«K:3S-3 

[0 2 5 2] 

fA-fX©^=E'M>*7x-X», )K*K" (i) fcgteU -t^T©^- 

CBC»73?> F&*-?-r 7 2n> hn-^ic 
S® (S1511—S1514) -r-2>= ^T-f723> h n - 5 ttC B cmj 3 
V>KCDg#{C<t»J b^X^&^UT (S 1 5 1 5) fS,, 
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[0 2 5 3] 

z,<D*=evj > #y x.-xit. %"rj r 2^e>^ffbfcK" (0) ~K 

" (n-D ftemfsom^tmr-* t-tz. ±e««fcj:*;, 

ffi£f&^K i c v_cont$:5l#f 51 t#T?£5o 
[0 2 5 4] 

*7a:-:*H:£j*l/fe^y tfy:-*KM-3<&W,*^v9MI CVS^ (S 1 
3 0 7) -TS. t*aVr^A.^C9f-i«y^iTS5 I CV_s h(l ^=EU 
$53 2 1 (04#J!) »C*»aftfc*JJB«I V s ht, -fedpay^-f^y^S 
^ffi^f&ltK i c v_s h&ffiV^T, 5fetC0 1 4 fcJB^Ti&IE Lfc I CV 

^fc^^*^ bTP>3g|SiC«#U ^f'V/S 1 3 0 9fv^4« 

[0 2 5 5] 

>*?*-xizmmv. utt-y^ytfo- (&w> (sun) t-&u, 
;^77*»e>Af # &««enBU mno y bt^f-f rtc«# (sn 

15) t> (H 4 2) ICiifr. 

[0 2 5 6] 

04 2©X5=-<y:/S 13 2 1 tcfcv*T, fWfPSlHi. #^ii**f^©n>^>^/ 
7r>f ;i/£-fe^#tc#*!Jt-&., ^fOSJife-^-^SrD (1) ~D (k) ttS. 

-f ^ai-XtC-fe^^ S (i) ©Bf-^ft#^ji*3V> Kfc, -x-^D (i) 

zmikmm (si32i~si 3 24) ts. u>r 71-^ 

S (i) Bg-5Hfc«£&*nv> KfeSMI (S 1 3 2 5) tSt, ^y-77^*i 

1 azv-) (cie^ (si 326) u *\-9#&matMv9irifii 
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£ (SI 3 2 7) Zt*3kft£.LX7kXv : -y7lZi&ti. 
[0 2 5 7] 

Ik\C, ^=E'H>^7i-Xli, g«-fe*#S (i) tfftSM^y *\ 

lyt'Sfes^sfliji (si 3 2 &) ^aj^^u-efe^a-a-ii, if-f7i* 

) T°&Z>frZ$m (S 1 3 2 9) U t>yh75Wlt*fe5^CH $S>{C 
•7*ay?/1-^ «y>>a> • >Ob (BPT) B P Ttfm%&frM 

mT*&2>±>?*S (i) &S£&*l^tt*yDy*£LT^SUT^-S^£¥!l 
Jt (SI 3 3 0) f'So B PT{C#^ii^ffBiyn«y ^©tgg^feSa-^-tCtt, 
•fe^^tcmb-C^-t^MyiTiE^^?:^ (S 1 3 3 1) 
[0 2 5 8] - 

CV77^) {c«tJ^T¥flS (S1 3 32) U ICVM^fe^iM, n> 
7=->y I CVMiK i c v_contKl36:5V*T***f i -*K:*f- r rft ICV?:4 
(S 1 3 3 3) 
[0 2 5 9] 

S 1 3 3 4) t^. 1 3 3 4 ©-5 s - #gPBf#ffc#£3I©fMS:04 5 £ 

953 2 0 (04#I) (Cfc^T^gffStlS., 
[0 2 6 0] 

*"T, Bit ftf t®f - 3!|&it ^ ^ffe«?: s (0^s^31 (■kt>#®.3 2 
©©£•) ) (SI 60 1) „ &£?®«?#tfl**{b#*7*&S;fr&?-:c 

(S 1 6 0 2) .TGD^xy -fe^a. U 5 s " -f ^'V # (SI7#fM) © 

Bf#-fb7^^" (Encryption Flag) {C^5V<*T«fe;!: tlS. Rf-SHfc^hS^&^ti 

&1fr7 b94 -J^zcyV (SI 60 3) tS. Z. *ltt-fe3fa V "r-i ^ 

y ^ftCDHf-iHfc^rt-Vy h^^f7° (Encryption Format Type) ©tg5££^-xy 
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[0 2 6 1] 

* V h9^f 7 (Encryption Format Type) (DWtfeMtf 0 (D^^lt 

y^S 1 6 0 4&C33V^> ##ft7^JUXA (Encryption Algorithm) (AWE 
£f?3&e>o ©#ftr;i/rfUXixli. J/>^DESfrbU^DES (02 8# 
fig) ^&8?)£UTV^&<D^&*K S/>y;i/DE S^*5kflftS*lfe»6lt 
loOrn^^^f-Kc (0) feafflUTW^bn^^^^WP-^ftfiaS:^ 
(S 1 6 0 6) tS 0 h U^DE S-e&&£«£SftjMB^HU 2o©3> 
f>^-Kc (0). Kc (1) SIMUTHf^ftn^f^^^WftfiiS: 
(S 1 6 0 7) fSo 
[0 2 6 2] 

Xf*;yS 1 6 0 31% 0t#^^-V^ h#>f:/ (Encryption Format 

Type) <o*frtt. * # cafe zmzm ^tc^itmm&ft* e> 

«^7r&£o ^CDg^te. XT7^S 1 6 0 5lCfeV^T, ffcT ^ U X A ( 
Encryption Algorithm) ©fl^SrfJfc O . B|fft7^dU XAte. ^>^1/DE 
Sfrh'J^DES (0 2 8#I) fr£ig^LTV^*<Z>T*& l J. $/>^DE 
ST*4fcfl)t8ftfe»^tt, (s) KftfoLTnfcZftfc^>T^V 

*-Kc (s) ^**IClfflLTIffft3>f>WI»«ftMSJ^ (S 

1 6 0 8) n, h u ^de s-e&zuw&zntcm&iz. 2oa>f>^ 

*-Kc (s) , Kc (s + lmod 3 2) £JgJS lt#t * *#<&!»#tftflL3i 
Sr^ff (S 1 6 0 9 ) i-£ e 
[0 2 6 3] 

Xf^y^S 1701-S 1 7 0 8H 04 b^^-X^^^S 1601 — S160 
8 £m&T*2bZ> 0 1 7 0 9-S1711 #04 5 £&J|£<5o 

[0 2 6 4] 

X^>y:/S 17 0 blZiS^X. m^itTfr^VX&tfb VzfJVDE ST*&&£. 
flJfeSftfc»&. Jfc^y^S 1 7 0 9 Kl33V*T-fe**No. (s) SrfJJfeU s 
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tfiWC* s = s - 1 ©MSffcHf? (S 1 7 1 0) U #tC® 
ffl-f-S^&Kc (s) , Kc (s + 1) h LT h UT'A'DE StCiStf ®1 ( 
S 1 7 1 1) fcHfr-tSo 
[0 2 6 5] 

^tSlCfcoT^-^SP^Bt^b^ax^^^ (S 1 3 3 4) ^T^-Si:. 9 s - 
^SPlCM-tS^UffliE^S:*^ (S 1 3 3 5) U Rgf-S§ffc£*Vfc-r- # D (i 
) fc-fe**^- SBfcffi^xy CVi:, M*JfTiE##S:^o%S 
BPSr^WTlcW^ii* (S 1 3 3 6) , #£i&#j£3f7-7 ^fc 1 tc-fe 
y h (S 1 3 3 7) U tf^-^^fcO (#») fC^jS (S 1 3 3 9) "T-So 
[0 2 6 6] 

Xf-^S 1 3 2 9, S 1 3 3 0ttX*«/^t 
S„ >V^S 1 3 2 9, S 1 3 3 0©flS* ? N oT'fe5l^ -f-fc*)*. * 
7©t-yh77^K'4^, B P T IC-fe ? * S ( i ) 

i^#^3;rvTV'>&V''«-&tCBU X^V^S 1 3 3 8 {Cit*> I^ii»l7- 

[0 2 6 7] 

W»gPt±, y^T-VfS 1341-S 1 3 4 5 lCfcV>T. 
cn-XOX-T— #X£g^ffiL.Ts tf27- 75^ 0 ©^JilCfcHT, 

•7r-()\s<m i )%TT--7)V<DnMmzmft (S 1 3 4 6) U 35§rbfc7 

SI 34 7) U ^^'J-f XJJ^ac-XttnV^ KtCfto T 7 y *J ^T7 : - 
-:/;l/©#£&#^^! ! 3l : &SgfT (S 1 3 4 0) t5. 
[0 2 6 8] 

JW±©, E14 i~H4 eicfcoTgi^bfc^atci 7-*<Dm-%^ ^7= 
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[0 2 6 9] 

[ y a>Vxh ©If] 

^©S^ (ex. **rAT. ni/^y) ©liB'J^- (ID) ^fe^ 
JfcSft*. a^yv^f-f T©*«lf 'J ^ - i' a > 'J ^ h (Revo 

cation List) izmmnnm® i n zmv , *ti s etuDm-&*m&z>mftt.vz 

7 s Y TS:PI»-rsr iltfisrtB ;* 5 s -f 7©if ABH> 3 i/^^y ©te-frffi b 

©^S!I^(ID) y^-i/aVyxbC'JXf-f >yiDt©i^S:^ 

[0 2 7 0] 

i?H> (Revocation List Version) #®S3;n, $T£:fc^jE&;* "X-f T^>n > 
[0 2 7 1] 

'J jJ?^-S/a>y X h©3SifMS>'D-$:H4 7{C^-r o H4 7 1C;15V*-C, * 
[0 2 7 2] 

*f\ ffl»»tt»WJ§©y#*-^s>yxh&»«»2 0 1 (0 2#M) 
e>S«i"S (S 1 8 0 l) 3!tfffly tf*-*/a >y x Ft 

, %:mLr~m%Tmvtf>r-t<'a>v x.h**=ev -( y*7 iL-xizmm (s 1 8 

02) 

[0 2 7 3] 

38«rfflysK^r-S/a>'J^h«:tI»»^bSt« (Si 8 0 3) -tsi;, 

1 (trs;-) jcfgjfe (si 8 04) u y^-^a^yxhroajcs^a: 
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Vtm (I CV) 4iiKi c v_r 1 (S 1 8 0 5) *tZ> 0 

[0 2 7 4] 

VtfT-*/3>VX Y<b&&**v9m<D$tM**vVfe (ICV) £j£g|K 
icv_rlte, f«)f/^ ^ftKlfeMSftfeU ^-^H>UX b (Revocatio 
n List) GDI C Vft?:4^tSVX^-i : MKicv_rl£ % . U ;K>>r - a > U X 
h (Revocation List) <Z> I C Vm^^^^^WMU : IVicv_rl£, U'aR 
^r-i/3>yxh ft* U tf^r- a y V x h ■ /t- V a > ( 

Version) Z> <> H#69lCte. 3cSt^a:y^« (ICV) 

Kicv_rl=DES (E, MKicvjl, Version* I V icv_rl) &c3£r5V^fifc 
«fzy?| (ICV) £0m#£j*3ft&. iu8B^<DS*tt. A-^a> (Ve 
rsion) Hmmm. (IVicv_rl) OgMffiMftlC 7X # -It : M K icv_r \\Z £ * 
DE S*- KTeOft^ftMSr^ff-rSiiv^jKillgT?**. 
[0 2 7 5] 

9tfC**ey >f >?7x-X^Lfe*fifxy *ffi (ICV) £j£StK i c 
v_r 1 £JB^TU ^-^a^UX (S 1 8 0 6) U ^ 

a&y aK^r-J/g >U* hrtK:**ftSftfciEUV* ICVf^ICV = I CV 
? &Hff (S 1 8 0 7) ICV lffJ*(Z)H 1 4 T*I& 

(ICV) £&g|K i c v_r 1 £®fflb£^lC<fcoT«:frftSo 
[0 2 7 6] 

ICV =1 CVtfclii^ (S 1 8 0 7tYes) te. Jggf JB U aK^r - a 
>UX htf&M(Dte^JE¥te&<DT*&£ tm&^ft^ 1 8 0 8 *Cii# 

. 3**-fey h3ftT^£yjK>r-£'3>y X h<Z)A-^a> (i) i:3E«ffflU# 
^->>3>'JXh(DA-y3> (j) £J£«* (S 1 8 0 9) U MffHUaK*- 
> a > D X s; a L v%»^c&. Hfrffl U *<r- > a > U X h<D% 

%v^ff^ \ izmfe (S 1 8 1 0) u W-y^ifZOiz-ty h (S 1 8 1 1 

[0 2 7 7] ■ 

-2k fflmmmi*. x^-^xfg^ffibnv^KSr^U-f >973L-Xizm 
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m (S 1 8 1 2) U lfi?-7^^^0 tft-ofr (S 1 8 1 3) ifc&SIIgU 
MfTSU^-^a>UX hfi77^1 (SI 8 14) T-feSS^-tC, M«T 
ffl'J^-i/3>V^ S&aSO^T-f^ilLTrtgP^^UtC^^ (S 1 8 1 5 

[0 2 7 8] 

fiU:, #5£©Hi6#l£:#Mb&#e>, #?S9!lco^Ti¥ft¥bT£fc. b^bfc 
[0 2 7 9] 

0)^2. if 9^-9 ^(D^M^s-v (ICV) £&-te?#©ft;ftgPfCteSfi-t-6# 
[0 2 8 0] 

■zh\z. *ftma>mmmmmn. mmn£.m.m.. mmmmttn. mmu^m 
ic^-# t bT^fflt-stjCD/e^^M^tit^-^apcDa^sr^^ei^^cD^ 

[0 2 8 1] 

^?>{c, *5fiW©«?8iB#^g, fit*?f££B, «35I3#£*£, fif#lf£#2£ 
. i3± J: ft tf, fflftWctt, ICVfxy?©iB*, IEb^ ( 
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[0®CDf8#fcftf!8] 
[01] 

* 38 Ig CO 5 s - * MS IS S CD ffi M HE * & ft B£ ■* * 0 T? * & o 
[02] 

[0 3] 

■*^©-5 i -*®a^e©^ ; Ey«ra5-7 i -**^s:^"r0T?s>s. 

[04] 

sfclltgco-r- * gLS^gtc-x^ -fxffl^=E'M>^7x-x (DWmffifc tern - ? 
0-e&&„ 

[0 5] 
[0 6] 

#3M!©7 s -*^3611K:a3l***'5 s -f Tfc«MSa*i*-5 i -*©»ili|lHllJ*ftia% 
[07] 

[08] 

* a m <o 5* - * *ra is s &c » & 5 s - * m # ft © 2 o co »*it 5: ft w -r * 0 t* % 

So 

[0 9] 

*^I^CO-r- >;W-i'3>'nb CD#tEfcS:7tf-r0-e&& 

o 

[010] 
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T) JCO^TS&ref£0T*&$. 
[Sill 

[SI 2] 

^re©^- ^^a^etcfei-ts r 2 igjti*©B p Ti&wi^n - & 

[013] 

^^©^-^^S^etcfeW^^n y ^ • /t-* y */a > • T—rffr (BP 
T) ®^#:M{CoV^TSi^f -£>0T*S>So 
[014] 

■50-tr&-5,, 
[015] 

*5§ re © 7 s - * ^a^s (c & w •& 31 v v mmiym v a - ic o v > x m w 

[016] 

* re © r - # j& M ^ * ic £ ■£ -5 s A W x m Kr b# 7 n - & ^ f 0 T* & 5 . 

[017] 

*^re © ^ ^La^gfc t-t s -7 r -f ;i/Sa u ^ t -r - -/;i/©«^M o 
t&re-r&0-efcs„ 

[018] 

*»«©7 ! -*ftl«*K8tf6^f-f71B«l*7n- (-£©1) fc^TH 
[019] 

*«S©f - S^r-f 7 1 BI»7D - (*©2) 5:*tH 

[02 0] 

*5§re©5=-f ^ttaaaafcfews^^-f r 2««i*7p- (-^©d fc^-rs 
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[02 1] 

*ftm<D ; T-zyiMmmzis\iz>*'rj 72git7D- (-?-©2) £^0 

[02 2] 
[02 3] 
[024] 
[02 5] 

© ^ - ^ ^ase w ^ 7 r ^ * m b «ts 7 n - s: ^-r 0-e s> 

•5. 

[02 6] 
[02 7] 

[02 8] 

i: h y 7/1/ D E S 

[029] 

[03 0] 
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[03 1] 
[03 2] 
[03 3] 

#H! © 5= - 9 ftkmmS ic W -5 -fe * # *f j& n > -r- > *j * - flfi ©H <D '^HkM 

mzmwt ^.0-efes.o 

[03 4] 

[03 5] 

) Sr^f0T'fe^.„ 
[03 6] 

) fc^f 0T?&&o 
[03 7] 

[03 8] 

[03 9] 
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